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Administrator's Guide

1. Introduction

The Administrator's Guide for SAP Business One provides a central point for the technical
implementation of SAP Business One. Use this guide for reference and instructions before and during
the implementation project.

g Note

This guide covers only the installation of SAP Business One and its add-ons. For
information on the installation of other packages, such as remote support platform for
SAP Business One, see the Administrator's Guide to Remote Support Platform for SAP
Business One document under ...-\Documentation\ on the SAP Business One
Product DVD.

For more installation information about Crystal Reports Basic 2008 for SAP Business
One, see the installation file on the Crystal Reports Basic 2008 for SAP Business One
CD, which is shipped together with the SAP Business One DVD.

The Administrator's Guide consists of the following main sections:

e Prerequisites

This section provides prerequisites to check before you proceed to the installation.

¢ Installing SAP Business One

This section provides the process flow and instructions for installing and setting up SAP
Business One and for removing the application.

The three widely-used installation scenarios are introduced in this section. They are as

follows:
o Server-client installation
o Standalone installation
o Remote installation

e Performing Post-Installation Activities

This section provides instructions for configuring the SAP Business One components after the
installation.

The activities include the following:

O

e}

O

e}

Configuring services
Assigning SAP add-ons
Installing Microsoft Outlook integration standalone version

Setting up dot matrix printers

e Upgrading SAP Business One

This section provides instructions for upgrading SAP Business One. You can use either of the
following two methods to upgrade a previous installation of SAP Business One to SAP Business
One 8.8:

e}
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Upgrading with the SAP Business One upgrade wizard

You can use a new tool, the SAP Business One upgrade wizard, to guide you through
the upgrade process of the server components and the client files. After the wizard
finishes successfully, you can log on to SAP Business One and upgrade with your client
application workstation.
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o Upgrading directly from the product DVD folders

SAP Business One 8.8 also enables direct upgrading of some components from the
product DVD folder files. This option is suggested for advanced users only.

e Performing Database Maintenance

This section assists you with the following routine operations of SAP Business One and its
database:

o Database server administration, including the following:
®  Starting and stopping database services
= Performing weekly tasks
= Performing regular tasks
= Performing backups
= Performing restore functions
o Working with Data Transfer Workbench
o Getting Support

Introduces the means by which you can get support from SAP. These include using the
following:

= SAP Business One online help documentation
=  SAP Notes
= Support desk

e Managing Security in SAP Business One

This section explains how to implement a security policy and provides recommendations for
meeting the security demands of SAP Business One. As of SAP Business One 8.8, the use of
more advanced encryption algorithms is supported.

The logon process for end users is simplified, requiring authentication using SAP Business One
user ID and password only.

1.1. Application Components Overview

In this section includes a description of the important software components of SAP Business One and
how they are used by SAP Business Ones business processes.

SAP Business One is a client-server application and comprises the fat client and database server. The
SAP Business One database only stores data; that is, there are virtually no views or triggers.

The features and properties of SAP Business One server are as follows:

e One database server holds all company databases and the SBO-Common database. All
company data is stored on one database; SBO-Common is the central database that holds
central data, versions, and upgrade information.

e SAP Business One can run on Windows Terminal Services or Citrix Server and can run in
several instances for different sessions.

e The license server can be on a different computer from the main server.

© SAP AG 2009 6
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The server architecture is shown below in Figure 1.

WTS/Citm
N\

Server \

“Common” DB for Companies

Figure 1: SAP Business One Server Architecture

e Mandatory SAP Business One server components
o License server of SAP Business One server tools

The license server works with Microsoft SQL Server to maintain the user sessions.

o SAP Business One server

Includes SAP Business One databases and server share folder. The database server
functions as the center of the SAP Business One server.

e Optional SAP Business One server components:
o Other services of SAP Business One sever tools
o Server of remote support platform for SAP Business One
o Microsoft Outlook integration add-on

The SAP Business One client is basically the application executable. The client machine holds SDK
components used by add-on solutions.

e Data interface: a COM-based API and an applicative dll (OBSever.dll) file that enables the
usage of most SAP Business One objects.

e Ul interface: a COM-based API which is connected to the running application and enables
runtime manipulation and enhancement of the SAP Business One GUI and its flow.

© SAP AG 2009
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The client architecture is shown below in Figure 2.

. SAP Business
SAP Business One

One
“OBServer”
(executable) @)

e o) ]

Figure 2: SAP Business One Client Architecture
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2.

2.1.

Prerequisites

For information on hardware and software requirements, see the following:

o SAP Business One System Requirements, which you can find in the SAP Business One
documentation resource center in SAP Channel Partner Portal at
http://channel.sap.com/sbo/documentation.

o Platform requirements. You can find the information at
http://channel.sap.com/sbo/platforms.

You have Microsoft SQL Server 2005 or 2008 installed on your computer.

ke vote
If you do not have Microsoft SQL Server 2005 or 2008 already installed on your

computer, you can install either one during the installation process if you have the
Microsoft SQL Server 2005 or 2008 DVD.

To properly use the SAP Business One Fixed Assets add-on on Microsoft SQL Server 2005,
make sure that you have Microsoft SQL Server 2005 SP3 installed.

In the last step of the SAP Business One server installation, you have the option of installing the
remote support platform for SAP Business One. For more information, see the Administrator's
Guide to Remote Support Platform for SAP Business One document under
..-\Documentation\ on the SAP Business One Product DVD.

Constraints

You can run the SAP Business One product version for 31 days without a license. To continue
working with the application after 31 days, you must install a valid license key assigned by SAP.

g Note
If you are a partner, for more information about installing the license key, see License

Guide SAP Business One 8.8 in SAP Channel Partner Portal at
http://channel.sap.com/sbo/documentation.

Customers can find the document in SAP Business One Customer Portal at
http://service.sap.com/smb/sbocustomer/documentation .

The demo databases provided are not for productive use. The application supports 40 localizations in
its demo databases.

© SAP AG 2009
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2.2. User Privileges

The following table summarizes the requirements and recommendations for the group setup of the

displayed operating system:

Operating System Process ‘ Windows XP, Windows Vista ‘

Recommended

Minimum

Client installation

Administrator

Administrator

Client upgrade

Administrator

Administrator

Runtime

Users

Users

SAP Business One supports the Microsoft Windows XP operating system in a server configuration

environment for standalone systems and clients.

2.3. Installation Checklist

To verify a correct and complete installation, use the following checklist:

Install Crystal Reports Basic 2008 for SAP Business One.

Install Microsoft SQL Server 2005 or Microsoft SQL Server 2008.

Install the SAP Business One server components.

1
2
3. Install the SAP Business One server tools.
4
5

Install the SAP Business One client application on workstations.

6. Install optional components (add-ons, SDK).

The precise sequence of these steps depends on your installation scenario. For more information, see

the relevant sections under Performing SAP Business One Installations on Client Machines.

© SAP AG 2009
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3. Installing SAP Business One

Based on common business scenarios, the three widely used installation scenarios for SAP Business
One are as follows:

e Server-client mode: SAP Business One server and server tools are installed on one machine;
one or more clients are installed on other machines.

e Standalone mode: For a central SAP Business One installation, server components and clients
are installed on one machine.

¢ Remote mode: For a remote server-client SAP Business One installation, SAP Business One is
installed on a terminal server or in a Citrix environment.

g Note

During the SAP Business One installation process, Crystal Reports Viewer is installed
automatically if it is not already installed on your computer. For more installation
information about Crystal Reports Basic 2008 for SAP Business One, see the installation

file on the Crystal Reports Basic 2008 for SAP Business One CD, which is shipped
together with the SAP Business One DVD.

3.1. Scenarios

You can install SAP Business One using one of the following scenarios:
e Server-client mode:

Server-client mode is considered best practice for an SAP Business One installation. In this
mode, you install the following on the server machine:

a. SAP Business One server tools
b. SAP Business One server
c. Microsoft Outlook integration add-on
You install the following on client machines:
a. SAP Business One client
b. Optional client components, which include:
= SBO Mailer and fax service
= Software Development Kit (SDK)
= Data Transfer Workbench
= Microsoft Outlook integration add-on standalone version
e Standalone mode:
You install all the server and client components on one machine. They are as follows:
o SAP Business One server tools
o SAP Business One server
o Microsoft Outlook integration server installer add-on
o SAP Business One client

o Optional client components

© SAP AG 2009 11
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¢ Remote mode:

This mode enables logging on to SAP Business One from a remote machine.

a. You install the following on a remote server machine:

i
ii.
iii.
iv.
V.

Vi.

SAP Business One server tools

SAP Business One server components
Microsoft Outlook integration add-on
SAP Business One client

Optional client components

Microsoft Windows server terminal services

b. You install Microsoft terminal services client on terminal client machines.

3.2. Installing SAP Business One in Server-Client Mode

In this scenario, you perform the server machine installations and the client machine installations
separately, as shown in Figure 1 below:

Server

SAP Business One
Service Manager

Client

SAP Business One
Client

SAP Business One
Server Components

SAP Business One
Service Manager

Microsoft Outlook
Integration Add-On

Microsoft Outlook
Integration Add-On

Figure 3: Server-Client Landscape

3.2.1. Performing an SAP Business One Installation on Server
Machines

You need to perform the following actions on the server machine:

1. Install SAP Business One server tools.

2. Install SAP Business One server components.

Server components include the following:

o SAP Business One server application

o Microsoft Outlook integration server installer add-on

© SAP AG 2009
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3. Register the add-ons.

The installation of the server components automatically registers all SAP add-ons on the server
machine. There is no need for additional registering.

The SAP Business One server application automatically registers SAP add-ons to all companies
on the server. Add-ons appear in the Available Add-Ons list in the Add-On Administration
window.

For more information, see Assigning SAP Business One Add-Ons.

Wi
CAUTION

The SAP Business One installation creates a new SQL user (SBO-COMMON) and
password. Do not modify or delete this user ID or password. They are essential for the
correct operation of the SAP Business One application.

4. Change the sa login password or create an alternative user.

For security reasons, we recommend that you either change the sa logon password right after
installing SAP Business One, or as a safer option, create a user to serve as a substitute for the
sa user. For more information, see Database Authentication.

Prerequisites

e The installation machine complies with all hardware and software requirements, as detailed in
SAP Business One System Requirements, available at
http://channel.sap.com/sbo/documentation.

e You have administrator rights on the machine on which you are performing the installation.

B Recommendation

You should have Microsoft SQL Server 2005 or Microsoft SQL Server 2008 installed
before installing SAP Business One. If you install Microsoft SQL Server silently, you will
need to change the passwords. For more information, see Changing the sa Login
Password and Creating an Alternative User.

© SAP AG 2009 13
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3.2.1.1. Installing Microsoft SQL Server 2005 or Microsoft SQL Server 2008
Procedure
1. Insert the SAP Business One Product DVD in the DVD drive.

The installation program appears automatically. If the DVD does not launch the installation
program, navigate to the DVD root folder and double-click the Autorun.exe file.

The SAP Business One Installation window appears.

2. Inthe installation window, select the Server radio button, and choose the Next button.

If you have already installed Microsoft SQL Server 2005 or Microsoft SQL Server 2008, proceed
with Changing the sa Login Password and Creating an Alternative User.

[® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION
WELCOME

‘fau can use this SAP Business One DYD ta install both the server and client components, It is
recormmended b install the server components before installing the client,

% Server

" Client

Readme File
SAP Business One Administrabor's Guide

SADAS

3. If Microsoft SQL Server 2005 or Microsoft SQL Server 2008 cannot be detected, the Microsoft
SQL Server 2005 or Microsoft SQL Server 2008 installation window appears. Do one of the
following:

o Toinstall Microsoft SQL Server 2005 or Microsoft SQL Server 2008 on the machine,
select the checkbox Install Microsoft SQL Server 2005 or 2008 on this machine and
continue with step 4.

W

& CAUTION

Make sure that the name of the computer on which you are installing Microsoft SQL
Server does not contain any of the following special characters:

™ u&n
™ u<n
™ %

™ wn

© SAP AG 2009 14
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Make sure to align your computer name with the name format of your license server. To
check or correct your computer name, proceed as follows:

Choose Start — Control Panel — System.

In the System Properties window, select the Computer Name tab.
In the Computer description field, check the computer name.

To correct the computer name, choose the Change button.

In the Computer Name/Domain Changes window, specify a new name for the
machine and choose the OK button.

o If you already have Microsoft SQL Server installed, to continue with the SAP Business
One installation, select the checkbox: If you are sure that Microsoft SQL Server 2005 or
2008 has been installed, continue installing SAP Business One. Continue with step 3 of
Installing the Server Tools.

r@ SAP Business One Installation

=

W B

- =

SADd

No compatible Microsoft SQL Server has been found on this machine.
Microsoft SQL Server is required to be installed before you can install SAP Business
One. Do one of the following:

@ Install Microsoft SQL Server 2005 or 2008 on this machine.

¢ If you are sure that Microsoft SQL Server 2005 or 2008 has been installed,
continue instaling SAP Business One.

To continue, choose the Next button.
To exit the installation, choose the Cancel button .

IPrevbus “ et H Cancel I

4. In the Microsoft SQL Server Installation window, do the following:

a. Insert the Microsoft SQL Server 2005 or Microsoft SQL Server 2008 product DVD in the
DVD driver.

b. In the Installation Folder field, specify the folder in which you want to install the Microsoft
SQL Server. To change the default installation directory, choose the Browse button.

© SAP AG 2009
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c. To start the silent installation, choose the Install button.

SAP BUSINESS ONE 8.8 INSTALLATION
MICROSOFT SQL SERVER INSTALLATION

1. Insert the installation DVD for Microsoft SQL Server 2005 or 2008, Enterprise or
Standard Edition.

2. Specify a folder below where you want to install Microsoft SQL Server.
Installation Folder

IC:'-._F'rngram Files\Microsoft SQL Server Browse |

3. Choose the Install button.

This installation may take a few minutes...

w [Previnus ][ Install ][ Cancel

5. Inthe message dialog box, choose the OK button.

6. Inthe Choose file window, locate the Microsoft SQL Server 2005 or 2008 installation file.
Choose the Open button.

The setup begins a silent installation of SQL Server components and applies the default values
as shown in the table below.

AN CAUTION

If you did not install Microsoft SQL Server 2005 or Microsoft SQL Server 2008 through
the SAP Business One installation, make sure that you enter the connection settings that
match the setup of the SAP Business One application, as shown in the table below.

Window Name Fields ‘
Registration e Name — copied from the local system
Information

e Company — copied from the local system

o CDKey — copied from the installation DVD

Components to Install | SQL Server Database Service

Workstation Components, Books Online, and development tools

Instance Name MSSQLServer

D Note

Make sure that in the TCP/IP protocol properties of your
SQL Server instance, the TCP Port field is set to 1433.

Service Account e Use the built-in system account — Local System

e Start the services at the end of the setup — SQL Server

© SAP AG 2009 16
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Window Name Fields

Authentication Mode e Mixed Mode (Windows Authentication and SQL Server
Authentication)

e Password: SAPB1Admin

Collation Settings SQL collations — Dictionary order case-insensitive, for use with 1252
Character set, Accent Sensitive (SQL_Latin1_General CP1_CI_AS).

D Note

If you are installing SQL Server manually, in the Collation Settings
window, select Latinl_General and AS.

Error and Usage None marked
Report Settings

7. When Microsoft SQL Server 2005 or Microsoft SQL Server 2008 is installed successfully, and

you can see the following confirmation window, you can remove the Microsoft SQL Server 2005
or 2008 DVD.

To continue with the SAP Business One installation, choose the Next button.

[® sAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION
MICROSOFT SQL SERVER INSTALLATION

Microsoft SQL Server has been successfully installed on your computer.

For this installation, a default password has been assigned: SAPB1Admin
For security reasons, change the password later on.

Insert the SAP Business One DVD and click the Next button.

SAR (o) e ] ()

3.2.1.2. Changing the sa Login Password and Creating an Alternative User

For security reasons, we recommend that you change the sa logon password right after installing SAP
Business One, or create an alternative user to the sa user, which is the safest option. For more
information, see Database Authentication.

© SAP AG 2009 17



Administrator's Guide EF

3.2.1.3. Installing the Server Tools
1. Reinsert the SAP Business One product DVD in the DVD drive.

The installation program appears automatically. If the DVD does not launch the installation
program, navigate to the DVD root folder and double-click the Autorun.exe file.

2. From the installation window, select the Server radio button, and choose the Next button.

® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION

WELCOME

‘fou can use this SAP Business One DYD to install bokh the server and client components, Ik is
recommended to install the server components before installing the client,

&+ Server
" Client

Readme File
SAP Business One Adminiskrator's Guide

w [ Ment ][ Cancel ]

3. Inthe Server Installation window, do one of the following:

o To automatically install all required server components in one batch, on the same
machine, select the Full radio button.

o To install server components individually, select the Custom radio button and select the
option that you want to install.

n Recommendation

We recommend that you select the Custom option, because this option lets you view all
available server components. You can then select the components that you want to
install on different machines.

Choose the Install button. The InstallShield wizard begins running.

kY cAUTION
It may take some time for the InstallShield wizard to appear. While you are waiting for the
wizard to load, do not activate any other window.

© SAP AG 2009 18
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® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION

SERVER COMPOMNENTS

% Full

Al cormpanents will be installed.

" Custom
Seleck the components you want to install,
™ server Tools
I 5P Business One Server
™ Microsoft Sutlook Integration Server Add-On

w [PIEViDUS ][ Inztall ][ Cancel ]

4. In the Welcome window, choose the Next button.

SAP Business One Server Tools - InstallShield Wizard

Welcome to the InstallSheld Wizard for SAP
Business One Server Tools

The InstallShield wWizard will install SAP Business One
Server Toolz on pour computer. To continue, chooze the
Mest button.

< Back

Cancel |

© SAP AG 2009
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5. Inthe Customer Information window, specify your user ID and company name and choose the
Next button.

SAP Business One Server Tools - InstallShield Wizard |

Customer Information

Enter your details.

Company Mame

SaP

[FtallS hield

< Back | et » I Cancel

6. Inthe Setup Type window, do one of the following:

o To view all the options and choose the ones you want to install, select the Custom radio
button.

o To perform a typical installation, select the Typical radio button.

Choose the Next button.

© SAP AG 2009 20
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For a typical installation, proceed to Step 9.

SAP Business One Server Tools - InstallShield Wizard

Setup Type

Select a zetup ppe, then chooze the Mext button,

s {l.,.pi.;ag Typical inztallation includes the mozt common components. Recommended far
................. : it Users,

" Compact  Compact installation includes the minimum required components and SAF
Buzinezs One Mailer Service.

™ Custom Cuztom inztallation letz you chooze the ophions pou want ko inztall,
Recormmended for advanced users.

[ratall S hield

< Back | Mest = I Cancel

7. Inthe Select Destination Folder window, do one of the following:

o To accept the default installation location for SAP Business One server components,
choose the Next button.

o To select a different location, choose the Browse button, select a directory, and choose
the Next button.

CAUTION

To install the server components and all additional components, use the standard
directory (- -\SAP\SAP Business One Server). If you change the path, do not
change the directory names. This rule also applies to the installation of the server
components and the client components.
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SAP Business One Server Tools - InstallShield Wizard

Select Destination Folder

Specify a folder where vau want to install SAP Buziness One Server Tools.

C:h. . MSAPLSSAR Business One ServerToalsh Browse. . |

[rtallS hield

|' Destination Folder

< Back Cancel

8. Inthe Select Features window, select the components you want to install and deselect the
features you do not want to install.

g Note

To use any component of server tools, you have to operate through SAP Business One
Service Manager. Hence, the service manager checkbox is automatically selected and
cannot be reset.
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Choose the Next button.

SAP Business One Server Tools - InstallShield Wizard

Select Features

Select the featurez you want to install, and dezelect the features vou do not warnt to inztall,

= | f - Drescription
B Service Manager Semvicetdanager, Mailer,
Backup Backup ...
] DI Server
License Manager
] M il

61.85 MEB of zpace required on the O drive
35182 25 MB of space available on the D diive
| metall S hield

< Back | Mest = I Cancel

9. In the Edit Data window, specify the site user password, and then choose the Next button.

The site user has the following functions and permissions:
o Database credentials configuration
o Company creation
o Service configuration
o Add-on registration
o Read-only user password updates

A site user password is required for authentication against the license server during the
following situations:

o Configuring services via SAP Business One Service Manager
o Installing SAP Business One servers

o Creating new companies on SAP Business One clients

g Note

To configure any service in the service manager after installation, you have to specify the
site user password only on the first logon. For more information, see Services .

B Recommendation

For security reasons, you should set a strong site user password, at least as strong as
that defined in your company’s password policy, and change it frequently. For more
information see Managing Security in SAP Business One.
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SAP Business One Server Tools - InstallShield Wizard

Define Site User Password

Enter and confirm a Site Uzer pazsword, then chooze the Mext button Mate: For more
information about the role of zite uzers, see the Administrator's Guide.,

Site User D |B1Sitel)ser

Fazzwaord ||

Confirm Password I

[ Ftalls hield

< Back | Mest > I Cancel |

10. In the Complete window, choose the Finish button.

SAP Business One Server Tools - InstallShield Wizard

\.- J InstallShield Wizard Complete

‘ N ——

The InstallShield ‘Wizard haz succeszsfully installed SAF
Buzsiness One Sermver Toolz. Choose the Finish buttan b exit
the wizard.

< Back

Lance] |
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3.2.1.4. Installing the SAP Business One Server

Prerequisite

e You have your computer’'s name or IP address available.

o To check your computer’s full name, do the following:

In Windows, on the Desktop, right-click the My Computer icon and select
Properties.

The name of your computer appears in the System Properties window, on the
Computer Name tab, next to the Full computer name field.

Keep a record of the displayed computer name.

o To check your computer’s IP address, do the following:

iv.

In Windows, choose Start — Run.
In the Open field of the Run window, enter cmd and press Enter.
In the cmd.exe window, enter ipconfig and press Enter.

Keep a record of the displayed IP address.

e If the SAP Business One license server is installed on a different machine, make sure that the
license server is running when you are installing the SAP Business One server. For information
about starting up your license server, see Configuring the License ManagerError! Reference
source not found..

Procedure

1. Inthe Server Components window, you can see that the installed Server Tools option is marked
as installed now. To continue with the SAP Business One server installation, select the SAP
Business One Server checkbox.

Choose the Install button.

® SAP Business One Installation

 Full

SADA

SAP BUSINESS ONE 8.8 INSTALLATION

SERVER COMPONENTS

Al components will be installed.

% Custom
Select the compaonents you want to install,
« Server Tools  (Installed)
[ sap Business One Server
™ Microsaft Cutlaok Integration Server Add-on

[F'reviu:uus ][ Inztall ][ Cancel

© SAP AG 2009

25



Administrator's Guide

2. In the Welcome window, to continue, choose the Next button.

SAP Business One Server - InstallShield Wizard

‘ » y Welcome to the InstallShield Wizard for

SAP Business One Server

The InstallShield fizard will inztall S4F Business One

Server on pour computer. To continue, chooze the Mest
button,

< Back Mest >

3. Inthe Customer Information window, specify your user ID and company name, and then choose

the Next button.

SAP Business One Server - InstallShield Wizard |

Customer Information

Enter pour details.

Uzer D

Company Mame

SAP

| atallShield

< Back | Mest = I Cancel
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4. If your license server is installed on a different machine, the License Authentication window
appears; otherwise, proceed to step 5.

In the License Authentication window, specify the license server information you defined in the
server tools installation.

Make sure you do not use the following entries in the License Server field:

o localhost

o (local)

(@)
o 127.0.0.1
Choose the Next button.

If you have problems specifying the license server address, use the IP address of the license
server.

[ £
CAUTION

Use standard ports. Changing the ports can affect the installation of the components that
follows this installation. This rule applies to the installation of all the server and client
components.

SAP Business One Server - InstallShield x|

License Authentication

Pleaze fill icense authentication information;:

Site Uzer 1D IEHSiteLlser

Password ||

Licensze Server I Part | 20000

< Back | et > I Cancel
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5. Inthe Setup Type window, select a setup type from those listed below, and then choose the
Next button.

o Typical: lets you install all components. If you select the Typical radio button, proceed to
step 7.

o Custom: lets you view all the installation options so you can choose the options you want
to install.

SAP Business One Server - InstallShield W x|

Setup Type

Select a setup type, then choose the Hest button,

¥ Typical Typizal inztallation includes the most common companents. Becommended for
most Lgers.
= Custom Custom inztallation letz you choose the options you want to inztall

Recommended for advanced uzers.

[rtallS hield

< Back | Mext » I Cancel
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6. Inthe Select Destination Folder window, do one of the following:

o To accept the default installation location for SAP Business One server components,
choose the Next button.

o To select a different location, choose the Browse button. In the Choose Folder window,
specify a directory, and then choose the Next button.

SAP Business One Server - InstallShield Wizard |

Select Destination Folder

Specify a folder where you want to install S4P Business One Server.

C:%Program Files\SAPYSAP Business One Servers Browse. . |

[ratall S hield

|' Destination Faolder

< Back

Cancel |
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7. Inthe Select Database Server Type window, in the Server Type dropdown list, select the
database type installed on the server machine and choose the Next button.

SAP Business One Server - InstallShield Wizard

Select Database Server Type

Select a zerver lype. To continue, chooge the Mext buttan,

kSSEL 2005 LI

Semer Tupe

< Back | et » I

8. Inthe Database Server Logon window, specify the following database server connection
settings:

Cancel

o Server Name — Specify the server machine name.

g Note

If specifying a machine name does not work, try the IP address of the server machine.
Be sure the format is consistent with what you have defined for the license server.

CAUTION

Make sure that in the Server Name field, the name of the computer on which you
installed Microsoft SQL Server does not contain special characters, such as:
UG P i W yp

To check or correct your computer name, proceed as follows:
i. Choose Start —» Control Panel — System.

ii. Inthe System Properties window, select the Computer Name tab.

iii.
iv.

V.

In the Computer description field, check the computer name.
To correct the computer name, choose the Change button.

In the Computer Name/Domain Changes window, specify a new name for the
machine and choose the OK button.

o Database Username — Enter the user name you defined during the installation of
Microsoft SQL Server 2005 or Microsoft SQL Server 2008.
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Make sure you do not use the following entries in the Database Username field:
= localhost
= (local)
.
= 127.0.0.1
o User ID — specify the user ID to access the Microsoft SQL server.

o Password — specify the password to access the Microsoft SQL server.

Choose the Next button.

g Note

If you used the SAP Business One silent installation for Microsoft SQL Server, then the
default user ID and password values are: sa and SAPB1Admin (case sensitive).

B Recommendation

After installing SAP Business One, you should change the sa password or create a new
database administrator. For more information, see Changing the sa Login Password and
Creating an Alternative User (section 3.2.1.2).

Check your password and user ID, and make sure that you have installed an SQL Server
database server.

If you selected the Typical installation option in step 5, proceed to step 10.

SAP Business One Server - InstallShield Wizard

Databasze Server Logon

Setup default installation iz on local computer [FYEDE0057 7754,
f'ou can specify another instance on a local computer or a remote databaze server installation.

Server Mame

D atabaze Uzer D |

[ atabaze Password I

< Back | et » I Cancel
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9. Inthe Select Features window, select the features you want to install from among the following:

o System Databases installs the application's common database (SBO-COMMON). This
database is visible only at the Microsoft SQL level, not in the list of companies at the
application level. It is updated every time you install a new patch or perform an upgrade
to SAP Business One. The default values in the common database are available for
every new database that is created.

o Demo Databases installs demonstration databases in the selected localizations.
o Help installs the help database and help files in the selected languages.
o Server Components installs shared network objects.

o SAP Add-ons registers the SAP add-ons on the server machine.

g Note

If you want to install SAP add-ons, you must select the SAP Add-ons checkbox in the
Select Features window. For information, see Assigning SAP Business One Add-Ons.

SAP Business One Server - InstallShield Wizard |

Select Features

Select the featurez you want to install, and dezelect the features vou do not warnt to inztall,

: ! %, Cammon Databaze
Demo Databases 0k
0K

Server Components 262400 K,
SAP Add-onz OF

Dezcription

Syztem Databazes are databaszes required for the
SAF Buzinezs One Application b wark,

Space Required on D 263400 k.
Space Available on D: 59535264 K.
| metall S hield

< Back | Mest = I Cancel
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10. In the Review Settings window, do one of the following:
o To confirm all the settings, choose the Next button.

o To change any settings, choose the Back button to return to previous windows.

SAP Business One Server - InstallShield Wizard |

Review Settings

[nztallShield wizard wall start installing SAP Buziness One Server. If pou want to change the

zettings shown below, choose the Back button. IF pou are zatisfied with the settingz, choose
the Mext button,

Curment Settings:

Default zetup language:
Chinese

[rata Server:
D atabaze Engine

The falloving D atab azes will be installed:
Cornrmon Databasze

The following Demo D ataB ases will be inztalled:
<

| atallShield

_'*I_I
Cancel |
In the Setup Status window, the setup wizard begins copying files, which may take several

minutes, depending on the number of demo databases you selected for installation and on your
machine performance.

< Back

11.

SAP Business One Server - InstallShield Wizard |
Setup Status

SAF Buzsiness One Server setup iz performing the requested operations.

Irreqister class servers

I

[rtallS hield

Cancel |
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12. Inthe Setup Complete window, choose the Finish button.

If you selected the Typical installation option in step 5 of the server installation procedure,
proceed to step 2 in Installing the Microsoft Outlook Integration Server.

SAP Business One Server - InstallShield Wizard

i u InstallShield Wizard Complete
h L]

Setup has finished instaling S4P Buziness One Server on wour
computer.

Chooze the Finizh button to exit the wizard,

< Back

LCanzel |
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3.2.1.5. Installing the Microsoft Outlook Integration Server

This setup installs Microsoft Office templates required for the Microsoft Outlook integration server add-
on.

Procedures

1. Inthe Server Components window, you can see that the Server Tools (Installed) and the SAP
Business One Server (Installed) checkboxes are inactive now. To continue with the Microsoft
Outlook integration add-on server installation, select the Microsoft Outlook Integration Server
Add-On checkbox.

Choose the Install button.

'® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION

SERYER COMPONENTS

i Full

All cormponents will be inskalled.

& Custom
Select the components wou wank o inskall,
o Server Tools (Installed)
+ SAP Business One Server  (Installed)
™ micrasaft Cutlaok Inteqration Server Add-On

w | Previous || Instal || Cancel |
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2. In the Welcome window, choose the Next button.

SAP Business One 8.8 -- Microsoft Outlook Integration Server Insk 5[

[ \ .l Welcome to the InstallShield Wizard for SAP

Buszinezs One 8.8 -- Microsoft Outlook
Integration Server Installer

The Ingtallshield Wizard will install SAF Business One 8.8
- Microzoft Dutlook Integration Server Installer on pour
computer. To continue, choose the Mext buttan,

< Back

Cancel |

3. Inthe Select Destination Folder window, do one of the following:

o To confirm the default installation location, choose the Next button.

o To change the default location, choose the Browse button to locate a directory, and then
choose the Next button.

SAP Business One 8.8 -- Microsoft Outlook Integration S... |

Select Destination Folder

Specify a folder where vau want to install SAF Buziness One.

IEi'xF'r-:ngram FilezhSAPASAR Buzsiness One Server’,

Browze. .. |

[ratall S hield

< Back | Mest = I Cancel
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4. In the Review Settings window, review the settings you have made, and then proceed as
follows:

o To continue, choose the Next button.

o To change the settings, choose the Back button to return to the previous steps.

SAP Business One 8.8 -- Microsoft Outlook Integration S... |

Review Settings

[nztallShield wizard wall ztart installing SAP Buziness One 8.8 -- Microsaft Outlook: [ntegration
Server Inztaller. [f you want to change the zettingz shown below, chooze the Back buttan. 1f
wou are zatizfied with the settings. chooze the Mext button,

Curment Settings:

kizrozoft Outlook [ntegration snapshot lavout files will be installed. ;I

[

| atallShield

_'*I_I
Cancel |
5. The Setup Status window displays the installation program performing the required actions.

SAP Business One 8.8 -- Microsoft Outlook Integration S... |

< Back

Setup Status

SAF Buzineszs One 8.8 -- Microzoft Outlook [ntegration Server [nstaller iz configuring paur new
zoftware installation.

W alidating install

[rtallS hield
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6. Inthe Complete window, do one of the following:

o To continue with the installation of remote support platform for SAP Business One,
proceed as follows:
i. Select the checkbox Install remote support platform for SAP Business One, and
then choose the Finish button.

This launches the installation wizard of remote support platform for SAP Business
One. For more information, see the document Administrator’'s Guide to Remote
Support Platform for SAP Business One in the product DVD.

ii. After you have installed remote support platform for SAP Business One, proceed
to Performing SAP Business One Installations on Client Machines.

o Toinstall SAP Business One without installing remote support platform for SAP Business
One, deselect the checkbox Install the Remote Support Platform for SAP Business One,
and then choose the Finish button.

SAP Business One Server - InstallShield Wizard

u InstallShield Wizard Complete
w
l* Setup has finished instaling S4P Buziness One Server on wour
computer.

SAF strongly recommends that you install remote support
platfarm for SAF Buginess One. [t has been designed to protect
wour SAF Buziness One ingtallation by providing automated
remote suppart.

Ta inztall remate zuppart platfarm for SAP Buziness One, select
the checkbos below, then choose the Finish button,

[T Inztall remote support platform for S&P Business One

< Back | Finizh I LCancel
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7. Inthe Server Components installation summary window, choose the Finish button.

® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION

SERYER COMPOMNENTS
The Following server components have been successfully installed:

# Server Tools
" SAP Business One Server
# Microsoft Outlook Integration Server Add-On

w | Home || Finish |

3.2.2. Performing SAP Business One Installations on Client Machines
You can install the client application on every workstation that needs to run SAP Business One.

Depending on the required configuration, you can decide which optional components to install on each
workstation.

The client components include:
e SAP Business One client application and DI API.

e Mail and fax services - installs messaging services that enable sending fax and mail messages
from SAP Business One. For more information, see_Configuring the Fax Service.

e Software Development Kit - installs documentation and samples for the SAP Business One
SDK.

e Data Transfer Workbench - installs a tool for migrating legacy data into SAP Business One.

e Microsoft Outlook integration add-on standalone version - installs a version of Outlook
integration that lets you use this add-on without the SAP Business One client application.

For more information, see Installing SAP Business One in Standalone Mode.
Prerequisites

e The installation machine complies with all hardware and software requirements, as detailed in
SAP Business One System Requirements, available at
http://channel.sap.com/sbo/documentation.

e You have installed Microsoft Excel.
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e You have installed Crystal Reports Basic 2008 for SAP Business One so as to be able to use
the SAP Business One data source on the client machine. . This data source provides SAP
Business One tables in a hierarchical tree organized according to the SAP Business One
modules.

For information about installing Crystal Reports Basic 2008 for SAP Business One, see
Installing Crystal Reports, or see the installation file on the Crystal Reports Basic 2008 for SAP
Business One CD, which is shipped together with the SAP Business One DVD..

3.2.2.1. Installing the SAP Business One Client

Procedure

1. Insertthe DVD in the DVD drive of the workstation or machine on which you want to install the
client and wait for the installation program to appear.

Alternatively, you can install the client application from . ./SAP/SAP Business One
Server/B1_SHR/Clients/setup.exe.

2. Inthe installation window, select the Client radio button.

kY cAUTION

To continue with the client installation, make sure that the license server is running. For
information on how to start up your license server, see Configuring the License ManagerError!
Reference source not found..

SAP BUSINESS ONE 8.8 INSTALLATION

WELCOME

‘fou can use this SAP Business One DYD to install both the server and client components, It is
recommended to install the server components before installing the client,

% server

" Client

Readme File
SAP Business One Adminiskrskor's Guide

w [ et ][ Cancel ]

3. Inthe Client Components window, select the SAP Business One 8.8 Client checkbox and the
optional components you want to install.
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Choose the Install button.

"B SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION
CLIENT COMPONENTS

Install the SAP Business One client before you install any of the optional
components.

I sAP Business One 8.8 Client
[T optional Components
[T Mail and Fax Service
[T software Development Kit (SDK)
[T Data Transfer Waorkbench
I Microsoft Qutlook Integration Add-On

w [Preu'nus ][ Install ][ Cancel ]

4. Inthe .Net 3.0 installation window, choose the Install button.

D Note

If you do not want to install .Net 3.0 at this time, you are given the option to proceed
without this installation after you choose the Install button.

D Note

If you proceed with the .Net 3.0 installation, it may take a few minutes for the installation

process to finish.
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InstallsShield Wizard

i SAF Buzinesz One Client requires that the fallowing reguirements be installed on vour

L==1 computer priar ta installing this application. Click Install to beain instaling these
requirements:

Status | Fiequirement
FPending Microsoft MET Framework 3.0

| Inztall I Cancel

5. If Crystal Reports Viewer is not installed on the current machine, InstallShield wizard performs a
silent installation. For more information about installing Crystal Reports Basic 2008 for SAP
Business One on the client computer, see Installing Crystal Reports.

The SAP Business One data sources and Add-ins menu for Crystal Reports Basic 2008 for SAP

Business One are installed after Crystal Reports Viewer or Crystal Reports Basic 2008 for SAP
Business One is installed.

6. Inthe Welcome window, choose the Next button.

SAP Business One Client - InstallShield Wizard

i y Welcome to the InstallShield Wizard for SAP
\__ Business One Client

The InstallShield wizard will ingtall SAP Business One

Client on your computer. To continue, choose the Mest
button,

< Back

Cancel |
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7. Inthe Customer Information window, specify the user ID and company name.

SAP Business One Client - InstallShield Wizard

Customer Information

Enter your details.

Company Mame

SAP

< Back | Mest > I Cancel

8. Inthe Select Destination Folder window, to accept the default location, choose the Next button.
To select a different location, choose the Browse button.

SAP Business One Client - InstallShield Wizard |

Select Destination Folder

Specify a folder where pau want to install SAF Buzinezs One Client.

C:%Pragram Files\SAPYSAP Business Onek Browse. . |

| atallShield

|' Destination Folder

< Back Cancel
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9. Inthe Select Program Folder window, make sure SAP Business One is displayed in both fields,
and then choose the Next button.

SAP Business One Client - InstallShield Wizard |

Select Program Folder

Setup will add program icong to the program folder selected below. Y'ou can type a new folder
name or select one from the Existing Folders list. Choose the Mest button to continue.

FProgram Folders
SAP Buzineszs One

Existing Falders

[=05-eCOMtext -
Lingoes 2 _I
kM a=D B

Mizrozaft Office

Microsaft SOL Server 2005 J
Metwork, Aszociates

Perfarze
QuickTime

S4F Business

< Back | et » I Cancel

10. Inthe License Server Details window, specify the license server name.

Make sure you do not use the following entries in the License Server field:

o localhost

o (local)
O H-"
o 127.0.0.1
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Choose the Next button.

SAP Business One DI API - InstallShield

Licenze Server Details

Specify icense zerver name and port, or specify shared folder location.

{* License Server Mame: IWGDEDDSEE#&'}I Fart: IEEIEIEIEI
" Shared Folder Location: | e I

£ Back | Mext > I Cancel |

11. Inthe Setup Status window, the installation wizard performs the required system actions.

SAP Business One DI APT - InstallShield Wizard |

Setup Status

SAF Buzinezs One D AP iz configuring pour new software installation.

IIpdating enviranment strings

[rtallS hield

LCanzel |
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12. In the Complete window, choose the Finish button.

SAP Business One Client - InstallShield Wizard |

InstallShield Wizard Complete

The InstallShield ‘wizard haz successfully installed SAP
Buszinesz One Client. Chooge the Finish button to exit the
wizard.

< Back

LCanzel |
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3.2.2.2. Installing SAP Business One SDK (Software Development Kit)

D Note

It may take a few minutes until the SDK setup wizard appears.

Installshield ¥Wizard

a SAF Buziness One Software Development kit Setup is preparing
L==1 the InztallShield Wizard, which will guide wau through the program
zetup process. Please wait,

Preparing to Install ..

I Cancel

1. Inthe Welcome window, to continue, choose the Next button.

SAP Business One Software Development Kit — InsSt X

Welcome to the InstallSheld Wizard for SAP
Business One Software Development Kit

The InstallShield wWizard will install SAP Business One
Software Developrment Kit on your computer. To
continue, chooze the Mest button.

< Back I M et > Cancel
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2. Inthe Customer Information window, specify the user ID and company name. Choose the Next
button.

SAP Business One Software Development Ki x|

Customer Information

Enter your details.

Comparny Mame

SaP

< Back | Mest = I Cancel

3. Inthe Setup Type window, do the following:

o To choose a custom installation in which you can select each option you want to install,
select the Custom radio button.

o To perform a regular installation, select the Typical radio button.
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Choose the Next button. For a typical installation, to continue, proceed to step 6.

SAP Business One Software Development K X

Setup Type

Select a zetup ppe for the SDE installation, then chooze the Hext button.

&+ Tuypical Typical inztallation includes the mozt common components. Recommended far
mozk uzers.
= Custom Custom inztallation letz you choose the options you want to inztall

Recommended for advanced uzers.

< Back | M et > I Cancel

4. Inthe Select Destination Folder window, specify the folder in which you want to install SDK, and
then choose the Next button.

SAP Business One Software Development K x|

Select Destination Folder

Specify a folder where vou want to inztall S4F Buziness One Software Developrment Kit,

C:\Program FileshSAPYSAF Business One SDEN Browse... |

|' Destination Falder

< Back | Mest = I Cancel |
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5. Inthe Select Components window, select each component you want to install and deselect
those you do not want to install. Choose the Next button.

SAP Business One Software Development x|

Select Components

Select the components you want ta ingtall, and clear the components you do not want to
irztall.

] Help — Description
El Samplez SO help file and reference.

Space Required on  C: 0 kB
Space Available on C: 0 kB

< Back | Mest = I Cancel |

6. Inthe Setup Status window, wait for the system to perform the required actions.

SAP Business One Software Development X|

Setup Status

SAF Buzinezs One Saoftware Development Kit iz configunng vaur nesw saftware inztallation.

Removing applications

| atallShield

Cancel
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7. In the Complete window, choose the Finish button.

SAP Business One Software Development Kit - InstallShi

InstallShield Wizard Complete

The InstallShield ‘wizard haz successfully installed SAP
Buszinesz One Saoftware Development Kit. Chooge the Finigh
button to exit the wizard,

< Back | Finizh I LCanzel
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3.2.2.3. Installing SAP Business One Data Transfer Workbench

E] Note

It may take a few minutes until the Data Transfer Workbench setup wizard appears.

InstallShield Wizard

= SAP Business One Data Transter Workbench Setup iz preparing
L =1 the InstallShield \Wizard, which will guide you through the program
zetup process. Pleagze wai,

Preparing to Install...

—

1. Inthe Welcome window, choose the Next button.

SAP Business One Data Transfer Workbench - InstallShi... |

l Welcome to the Install5Shield Wizard for SAP
H Business One Data Transfer Workbench

The InstallShield wizard will install SAP Buzines: One
Data Transfer Workbench on your computer. To
continue, choosze the Mest button.

< Back

Cancel |

2. Inthe Select Destination Folder window, specify the folder in which you want to install Data
Transfer Workbench.
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SAP Business One Data Transfer Workbe x|

Select Destination Folder

Specify a folder where vou want to install 5AF Buziness One Data Transfer Workbench.

C:%Program FileshSAPAD ata Transfer Workbench Browse. .. |

[rtallS hield

|' Destination Folder

< Back | Mext » I Cancel |

3. Inthe Select Program Folder window, specify the program folder you want to install for Data

Transfer Workbench.

SAP Business One Data Transfer Workbench - InstallShi... |

Select Program Folder

Setup will add program icons ta the program folder selected below. Y'ou can type a new falder
name or zelect one from the Exizting Folders list.

Program Folder

zz OnehD ata Migration

Exizting Folders

-
BT £

Admiristrative Tools
Adobe

Business Explorer
Citris

Connected
Firg'w#all-1

Intenmize

155 LI

| atallShield

< Back | Mest = I Cancel |

4. In the Review Settings window, review the settings you have made:

o To continue, choose the Next button.

o To change the settings, choose the Back button to return to the previous steps.
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SAP Business One Data Transfer Workbench - InstallShi...
Review Settings

[nztallS hield wizard will start installing SAP Business One Server. If vou want to change the

zettings shown below, choose the Back button. |F pau are zatishied with the settingz, choose
the Mext button.

Current Settings:

Destination Directary ;I
[:MProgram FilezhSAPYData Transfer Wiorkbench'

Pragram Falders
S4F Buziness One\Data Migration

7

[rtallS hield

< Back

5. In the Complete window, choose the Finish button.

Setup haz finizhed instaling S4P Business One Data Transfer
YWorkbench on your computer.

< Back | Finizh I LCancel
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3.2.2.4. Installing the Microsoft Outlook Integration Add-On

EI Note

It may take a few minutes for the setup wizard to launch the installation wizard for the
Microsoft Outlook integration add-on.

1. Inthe Welcome window, choose the Next button.

SAP Business One 8.8 - Microsoft Outlook Integration Standalone - InstallShield wi... [E3 |

Welcome to the InstallShield Wizard for SAP
Buszsiness One 8.8 - Microzoft Dutlook
Integration Standalone

The InztallShield Wizard will install SAF Buzines: One 8.8 -
icrozoft Qutlook, Integration Standalone an your
computer. To continue, chooge the Mext button,

© SAP AG 2009 55



Administrator's Guide

2. Inthe Select Destination Folder window, specify the folder in which you want to install the
Microsoft Outlook integration add-on. Choose the Next button.

SAP Business One 8.8 - Microsoft Outloo x|

Select Destination Folder

Specify a folder where vou want to inztall SAF Buziness One - Microsaft Outlook,
Integration Standalone.

Destination Falder
|7 C:%Program FileshSAPY0ISTANDALOMES Browse... |
[FtallS hield

< Back | Mest = I Cancel |

3. Inthe Review Settings window, review the settings you have made, then do one of the following:

o To continue, choose the Next button.

o To change the settings, choose the Back button to return to the previous pages.

SAP Business One 8.8 - Microsoft Outlook Integration St... |

Review Settings

[nztallS hield wizard will start installing SAP Buzsiness One 8.8 - Microzoft Outlook Intearation
Standalone. | pou want to change the zethngs shown belaw, chooze the Back button. [F wou
are zatizfied with the zettingz, chooze the Mext buttan,

Current Settings:

The install path is: ;I
D:%Program Fileg\SAPMIISTANDALONEY

T o

[rtallS hield

< Back | Mest > I Cancel |
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4. In the Complete window, choose the Finish button.

SAP Business One 8.8 - Microsoft Outloolk Integration Stan...

InstallShield Wizard Complete

Setup has finished instaling S4P Buziness One 8.8 - Microsoft
Outlook, Integration Standalone on your compuker,

< Back

LCanzel |

5. After you have finished installing all the client components, a summary window appears and you

can see a list of the components installed on your machine.

® SAP Business One Installation

SAP BUSINESS ONE 8.8 INSTALLATION

CLIEMNT COMPOMENTS
The Following server components have been successfully installed:

# SAP Business One Client

# Mail and Fax Service

# Software Development Kit (SDK)

# [aka Transfer Workbench

% Microsoft Outlook Inkegration Standalone Add-On

w Haome ] [ Firizh
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3.3. Installing SAP Business One in Standalone Mode

In this scenario, you can install the SAP Business One server and client on one machine, as
shown in Figure 2 below:

Installed on One Machine

SAP Business One SAP Business One

Service Manager Client
—
SAP Business One :
Server Components : Service Manager
—

Microsoft Outlook
Integration Add-On

Microsoft Outlook

1

1

1

1

1

1

1

:

SAP Business One :
1

1

1

1

:

1

Integration Add-On |
1

Figure 4: Standalone Landscape

3.3.1. Installing SAP Business One on One Machine
To install the SAP Business One server and client components on one computer, proceed as follows:

1. Perform the installation of the server tool and server components as described in Installing SAP
Business One in Server-Client Mode.

2. Perform the installation of the client application and components as described in Installing SAP
Business One in Server-Client Mode.

3.4. Installing SAP Business One in Remote Mode

In this scenario, you can perform the SAP Business One server and client installation on a remote
machine, as shown in Figure 3 below:
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Microsoft Windows Server Terminal Services

Client

Terminal Service
Client

\ 4

Server

Client

SAP Business One
Service Manager

SAP Business One
Client

SAP Business One
Server Components

SAP Business One
Service Manager

Microsoft Outlook

Microsoft Outlook

Integration Add-On Integration Add-On

B

Figure 5: Microsoft Windows Server Terminal Landscape

3.4.1.

The following example describes the setup of Microsoft Windows Server 2003 Terminal Service for the
hosted environment setup.

Installing SAP Business One on a Remote Machine

Prerequisite

The installation complies with all hardware and software requirements, as detailed in SAP Business
One Requirements, available at http://channel.sap.com/sbo/documentation.

Procedure
To perform the installation of SAP Business One on a remote machine, proceed as follows:
1. Install Microsoft Windows Server Terminal Services.
a. On the server machine, open the Control Panel and double-click Add/Remove Programs.

b. Inthe Add/Remove Programs window, choose Add/Remove Windows Components.

The Windows Components Wizard opens. You may have to close the Add/Remove
Programs window.

c. Inthe list of optional components, select Terminal Services and Terminal Services
Licensing.

d. Toinstall terminal service components, choose the Next button.
The wizard verifies whether you want to install the terminal services in Remote
Administration mode or in Application Server mode.

B Recommendation

Select Application Server mode as it supports an unlimited number of connections. In
addition, you should keep the default installation values.
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e. In Application Server mode, install the software from Windows Control Panel by choosing
Add/Remove Programs — Add New Programs.

f. The setup wizard prompts you to insert Microsoft Windows Server 2003 installation
media.

After copying files, the wizard informs you that the terminal services have been installed
and that you need to reboot the server machine.

2. Install the following in sequence, as described in the section Installing SAP Business One in
Server-Client Mode.

a. SAP Business One server tools
b. SAP Business One server components
c. SAP Business One client
3. Change the sa logon password and create an alternative user.

For security reasons, you should change the sa logon password right after installing SAP
Business One, or create a user to substitute for the sa user, which is the safest option. For
more information, see Database Authentication.

3.4.2. Performing a Client Installation
You can create the client setup disks from the Terminal Server-Client menu on the terminal server.
Procedure
To install the terminal services client, proceed as follows:
1. Run the setup program on your workstation.

2. From the Microsoft Windows task bar, choose Start — Programs — Terminal Server Client and
select Client Connection Wizard.

3. When the wizard appears, specify the name of the terminal server and a description for the
connection.

ke
If you experience problems entering an actual server name in the Server Name field,
specify the server IP address.

B Recommendation

If you manage multiple servers on one workstation, specifying the server name in the
Description field makes it easy to identify each connection.

3.5. Installing Crystal Reports

If you already have Crystal Reports Basic 2008 for SAP Business One installed, and you have not run
SAP Business One client installation, then run the SAP Business One Crystal Reports Integration
Package.exe file under the C:\Program Files\SAP\SAP Business One\Crystal folder.

ke vote
The folder path shown above may be different on your computer, depending on where
you have installed SAP Business One and Crystal Reports Basic 2008 for SAP Business

One. You can use the Microsoft Windows search facility on your computer to locate the
folder and file.
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3.6. Uninstalling SAP Business One

When you uninstall SAP Business One, you remove the application and all its components.

g Note

You must uninstall all SAP Business One add-ons before uninstalling the SAP Business
One server and client components.

Procedure

1. To uninstall SAP Business One add-ons, choose Administration - Add-Ons = Add-On
Administration and proceed as follows:

a. Onthe Company Preferences tab, under Company Assigned Add-Ons, select the add-
ons you want to remove.

b. Choose the arrow button between the two panels. The add-ons are removed from the
list.

c. Inthe Available Add-Ons list, select the add-ons you want to remove.

d. Choose the Remove Add-On button, and then choose the Update button.

SAP Business One automatically removes the add-ons that you have uninstalled the next time
you start the SAP Business One application from any workstation that is connected to the
server.

g Note

You can move XL Reporter to the Available Add-Ons panel but you cannot remove XL
Reporter in the Add-On Administration window. The Remove Add-On button is disabled
for XL Reporter.

2. Inthe Add or Remove Programs window, select the following items one at a time, and choose
the Change/Remove bhutton after each selection:

o SAP Business One Server Tools
o SAP Business One Client
o SAP Business One Server
o Data Transfer Workbench
o SAP Business One SDK
3. Toremove the DI API:

o If you installed the DI API as part of the SAP Business One client installation, the system
removes the DI APl when you uninstall the SAP Business One client.

o If you installed the DI API using the manual setup program in the B1_SHR/BI1DIAPI
folder, you must remove it by selecting SAP Business One DI API in the Add/Remove
Programs window.

Result

SAP Business One entries no longer appear in the Programs menu and any shortcuts that you may
have on the Microsoft Windows desktop are removed .

You can now do the following:
e Manually delete the SAP Business One folders in Microsoft Windows Explorer.

e Remove SAP Business One databases using your database management application.
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4. Performing Post-Installation Activities

This section describes the activities you are required to perform immediately after installing SAP
Business One. The activities include the following:

e Configuring services

e Installing the license key

e Assigning SAP Business One add-ons

¢ Installing the Outlook integration standalone version

e Setting up the dot matrix printer

4.1. Configuring Services

You must configure the services you have installed if they are to operate properly.

g Note

The first time you configure any service in the service manager, you need to specify the
site user password. This is not for authentication purposes, but in order to obtain the
database password. Once you enter the site user password once, you do not have to
enter it again when you configure other services.

@ Example

You have a landscape of 10 machines, each with a server and server tools. The backup
service is installed on all of the server tools, and the license server is installed on
machine No. 1. If you go to configure the backup server on machine No. 5, for example,
you have to specify the site user password (because it is the first time you are using the
service manager). Later, when you want to configure the backup service on another
machine, no password is needed, even if the machine is restarted.

SAP Business One services include the following:
e SBO Backups
e SBO DI Server
e License Manager
e SBO Mailer
e Fax service

e Automatic data collection

4.1.1. SBO Backup

This optional service performs database backups and lets you schedule automatic backups.

For more information, see Configuring Backup Services.

4.1.2. SBO DI Server

This service is optional for your installation. It enables multisession access to, and manipulation of, the
SAP Business One company database. To use it, you are required to have a special license.

For more information, see the SDK Help Center.
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4.1.3. License Manager
This mandatory service manages the application license mechanism.

For more information, see Error! Reference source not found.the section Configuring the License
Manager belowError! Reference source not found.Error! Reference source not found.Error!
Reference source not found..

4.1.4. SBO Mailer

This optional service enables you to send e-mail and fax messages from SAP Business One.

For e-mail messages only, you can install this service on the SAP Business One server or on one of
the workstations. For more information, see Configuring SBO Mailer.

4.1.5. Configuring the License Manager

Configuring the license manager is essential for the successful operation of SAP Business One. This
service manages license requests and lets you install a license key, which is required to run SAP
Business One, according to your contract.

For new installations, you can use the application for a period of 31 days without a license key. After
that period, the SAP Business One application needs a license key to run.

We strongly recommend that you request a license key immediately after installing the application.
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Procedure
1. To open the SAP Business One Service Manager window, in the Microsoft Windows task bar
double-click ﬁ’(SAP Business One Service Manager).

Alternatively, choose Start > Programs - SAP Business One > Server Tools - Service
Manager.

2. Inthe Service dropdown list, select License Manager and choose the Settings button.

"~ SAP Business One Se =10 x|
Server: |PvaDs00s777SA
Service: ILin:ense Manager LI

[ =tart when operating syskem starks

Pl II| I|

Schedule I Settings I Cn:nnnectin:nnl Datahasel

3. Inthe General Settings window, choose the Connect button. The details of the license service
machine appear in the Settings area.

General Settings X|

— Connection

Licenze Server: |Iocalhost

Part Number: |m: Set

Connect |

— Settings

Syztem Mumber: I

Imstallation Mumber: I ;l

Hardware F.ew: II:I32284‘| 1315

[~ “wiite to Log Delete Licenze Filel

— Import Licenze File

Licenze File; I |
Import Licenze File |

Canfigure Security | 0k I Cahcel |
- note

If you installed the license service on the SAP Business One server, SAP Business One
sets localhost by default. Otherwise, enter a name or IP address for the machine. We
recommend that you not change the default value for the Port Number field.
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CAUTION

If you installed a firewall on the license service machine, make sure that the firewall is
not set to port 30000; otherwise, the license service cannot work.

If you are using Port X, make sure to open Port X and Port (X+1) in the firewall. For
example, if you are using port 10000, make sure to also open port 10001.

4. To save your settings and close the General Settings window, choose the OK button. If you
already have a license key file, you can continue to Installing a License Key File.

5. Choose LI (Play) and select the checkbox: Start when operating system starts.

[ Start when operating swstem starts

il il =

Stchedule I Settings I C.:unneu:tiu:unl [atabase |

4.1.6. Configuring the Fax Service

SAP Business One offers fax services through Microsoft Fax service. For more information, see
Configuring Fax Services.

4.1.7. Configuring Backup Services

The SAP Business One backup service provides automatic backups of company databases to
specified directories.

This service also backs up the following application folders (as defined in SAP Business One —
Administration - General Settings > Paths):

e Attachments
e Bitmap files
e Excel files
e Word documents
The process of configuring an automatic backup service entails performing the following steps:
e Setting backup folders
e Connecting to the database
e Selecting databases

e Scheduling backups
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Procedure

1. To set backup folders, proceed as follows:
a. To open SAP Business One Service Manager, in the Windows notification area, double-
click A (SAP Business One Service Manager).

Alternatively, choose Start > Programs - SAP Business One - Server Tools -
Service Manager.

In the Service dropdown list, select SBO BackUp and choose the Settings button.

"~ SAP Business One Se =10 x|

Server: IF"-.-'GDEDEIS???SP.

Service: Im LI

[ Skart when operaking swskem skarks

| [l [l

Schedule I Settings I Cu:unneu:tiu:unl Datal:uasel

b. .Inthe General Settings window, do the following:

= |n the Back Up directory field, choose _I (Browse) to select the destination of
the backup files. Define an actual path.

= |nthe Back Up Temp field, choose _I (Browse) to select a temporary backup
folder to hold the backup file, in case the backup process fails to copy the file into
the specified backup folder.

General Settings x|

Back Up directony ; I

Back Up Temp : I

] | Cancel |

Choose the OK button.

c. Inthe SAP Business One Service Manager window, choose ﬂ (Play) and select the
checkbox: Start when operating system starts.
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2. To connect to the database, proceed as follows:

a. Inthe SAP Business One Service Manager window, choose the Connection button.

"~ SAP Business One Se =10 x|

Server: IF"-.-'GDEEIEIS???SF'.

Service: Im LI

[ =tart when operating syskem starks

| ] [l

Schedule I Settings I Cn:nnnectin:nnl Datahasel

b. Inthe Site User Password window, enter the license server address and the site user
password, and then choose the OK button.

D Note

The site user password is only required the first time you connect to a service from SAP
Business One Service Manager.

Site User Password x|

Please provide site user passwiord;

Licence Server: || Port: ISDIIIIIIIII

Site User: |

Site Passwiord; I

| Lo 4 I Cancel

c. Inthe Connection Settings window, do the following:
= Select the database type and the database machine.

= Specify a valid user name and password. Alternatively, to connect to the database
server with Windows authentication, select the Use Trusted Connection checkbox.
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When using a trusted connection, you do not need to specify a database user and

password.

x
DB Type:  [MSSOL_2005 |
DB Server: |[||:||:E||] |

DB Username Isa

DB Pazzword I““m

¥ Use tusted connection

OF. Cancel

d. To save your settings and close this window, choose the OK button.
3. To select the databases, proceed as follows:

a. Inthe SAP Business One Service Manager window, choose the Database button.

"= SAP Business One Ser =10 x|

Server: IF"'.-'GDEEIEIS???SF'.

Service: Im LI

[ Start when operating syskem starks

P| ||| -|

Schedule I Sektings I Cu:unneu:tiu:unl Databasel

b. Inthe Select databases to use window, select the databases you want to back up and
choose the OK button.

Select databases to u x|

Db Mame | Compaty Mame
[ se0DemalE DEC Computers Deutzck
SBODemalls QEC Computers

< | 0
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4. To schedule the backups, proceed as follows:

a. Inthe SAP Business One Service Manager window, choose the Schedule button.
"~ SAP Business One Se - =] x|

Server: IF"'.-'GDEEIEIS???SF'.

Service: Im LI

[ Start when operating syskem starks

P| ||| -|

Schedule I Sektings I Cu:unneu:tiu:unl Databasel

b. Inthe Scheduler — SBO BackUp window, select one of the following scheduling options
for performing backups:

= On Specific Date defines a backup for a specific date and time.
= Dalily sets a backup for a fixed hour of each day.
= Weekly sets a backup for a fixed hour on a fixed day of each week.

®=  Monthly sets a backup for a fixed hour on a fixed day of each month.

A

By Intervalz |

Diaily | Time |16:52:31 =
Wieekly |

kA anthly |

F. Cancel

c. Choose the OK button. If you do not need to configure other services, close the SAP
Business One Service Manager window.

4.1.8. Configuring SBO Mailer
The process of configuring SBO Mailer comprises the following steps:
1. Starting SBO Mailer
2. Defining the mail settings
3. Connecting to the database
4. Selecting databases
5

Setting the mail processing schedules
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Prerequisites
You have installed the SBO Mailer service.
For information, see Installing the SAP Business One Server.
Procedure
1. Start SBO Mailer, as follows:
a. To open the SAP Business One Service Manager window, in the Windows system tray,
double-click ﬁ‘(SAP Business One Service Manager).

Alternatively, choose Start > Programs - SAP Business One > Server Tools >
Service Manager.

b. Inthe Service dropdown list, select SBO Mailer.
" SAP Business One Se - |0 x|

Server: |PyGDS00577754
Setvice! BB Mailer ;I

[ Start when operating swskem starks

| ] [l

Schedule I Settings I Cu:unneu:tiu:unl Databasel

c. Choose LI (Play) and select the checkbox: Start when operating system starts.
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2. Define mail settings, as follows:

a. Inthe SAP Business One Service Manager window, choose the Settings button.

The General Settings window appears.

General Settings X|

— Mail Settings:
SMTP Server: ||
Ulzer name: |
Pazzward: |
Encading: |Englsh (United States) =l
SMTP Client: | Micrasaft NET =]
Authentication: I.ﬁ.nun_l,lmuus A —— ;I
[T Wze TS Encyption T ezt Connectian |

[~ HTHL direction right-ta-left

[T Include subject in meszage body

— Far Settings:

ticrozoft Fas Server:l

Fax Server Type: I Microzoft Fax ;I

[T Send emror notification to user
[T Send success notification bo user

[~ Send notification by internal mail

| k. I Cancel

b. Inthe General Settings window, do the following:

= |nthe SMTP Server field, enter the IP address of the BIOS name of your outgoing
mail server. To make changes in this field later, you must stop the Mailer service.

= |nthe Encoding field, select the language for e-mail text.

= To define the direction of the e-mail text, select the checkbox: HTML Direction
Right to Left.

®=  To include the subject line in the body of the message, select the checkbox:
Include Subject in Message Body.

= Under Fax Settings, select the required fax service. For more information, see
Configuring the Fax Service.
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3. To connect to the database, proceed as follows:

a. Inthe SAP Business One Service Manager window, in the Service dropdown list, select
SBO Mailer, and then choose the Connection button.

"= SAP Business One Se =10 x|
SErvEr! IF‘VGDSDDS???SF’.

Service: SEC Mailer LI
[ Start when operating swskem starks

| [l [l

Schedule I Settings I Cu:unneu:tiu:unl Datal:uasel

b. In the Connection Settings window, do the following:

=  To connect to a database, specify a valid user name and password.

= To use Windows authentication, select the Use Trusted Connection checkbox.

= Choose the OK button.

x|
DB Type:  [MSSOL_2005 |
DE Server: I[I.:..:al] |

DB zername Isa

DB Paszsword I““m““

¥ Use tusted connection

(] 4 Cancel
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2. To select a database, proceed as follows:

a. Inthe Service Manager window, from the Service dropdown list, select SBO Mailer, and
then choose the Database button.

[ Start when operating syskem starks

P| ||| -|

Schedule I Sektings I Cu:unneu:tiu:unl Databasel

b. Inthe Select databases to use window, select the databases for which you want to
enable mailing services, and then choose the OK button.

Select databases x|

Db Mame | Compaty Mame
[ se0DemalE DEC Computers Deutzck
SBODemalls QEC Computers

< | 0

] | Cancel |

c. Inthe SAP Business One Service Manager window, from the Service dropdown list,
select SBO Mailer, and then choose the Settings button.

[~ Start when operating sysktem starks

| ] [l

Schedule I Settings I Cu:unneu:tiu:unl Databasel

d. Inthe General Settings window, in the Mail Settings area, select components according
to your network definitions, and then choose the OK button.
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g Note

As of the SAP Business One 2007 A SPO1 release, the SAP Business One Service
Manager window does not provide access to SBO Mailer e-mail signature settings.

To access these settings, from the SAP Business One Main Menu, choose
Administration — System Initialization — E-Mail Settings.

General Settings x|

— Mail Settings:
SMTF Server: ||

Lzer narme: |

Paszword: |

Encoding: | Engiish [United States)

[
SMTP Clent | Micrasoft NET =l
[

Authentication: I,.-:-.,n.;.n_lrlm.:.us Aocess

[T | Uze TLS Encryption Tiest Connection

[T HTHL direction right-to-left

[T Include subject in meszage body

— Far Settings:

icrozoft Fasx Server:l

Fax Server Type: I Microsoft Fax ;I

[T Send emror notification to user
[T Send success notification bo user

[~ Send notification by internal mail

| k. I Cancel
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3. To set the mail processing schedules, proceed as follows:

a. Inthe SAP Business One Service Manager window, in the Service dropdown list, select
SBO Mailer, and then choose the Schedule button.

"~ SAP Business One Se =100 x|
SErver: IF‘VGDEDDS???EF’.

Setvice! SEC Mailer ;I

[ Start when operating swskem starks

| ] [l

Schedule I Settings I Cu:unneu:tiu:unl Databasel

b. Inthe Scheduler —SBO Mailer window, select one of the following options:

= On Specific Date defines a backup for a specific date and time.

= Dalily sets a backup for a fixed hour of each day.

= Weekly sets a backup for a fixed hour on a fixed day of each week.
®=  Monthly sets a backup for a fixed hour on a fixed day of each month.

4. Choose the OK button to return to the SAP Business One window.

Scheduler - SBO M: ]

By Intervals |
IEIn S pecific Date Date |2une-1u-31 -I
Daily | Time |14:04:18 j

Wieekly |

b orithily |

k. | Cancel |

a. Inthe SAP Business One window, choose LI (Play), and select the checkbox: Start
when operating system starts.

b. To close the SAP Business One Service Manager window, choose the OK button.
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4.1.8.1. Configuring Fax Services

SAP Business One offers fax services through Microsoft Fax Services. For additional information, see
How To Install and Configure Microsoft Fax Services in SAP Channel Partner Portal at
http://channel.sap.com/sbo/documentation.

This service can send several attachments as separate fax messages, added to a fax message. For
supported file types, see the Microsoft documentation at www.msdn.microsoft.com.

4.1.8.2. Troubleshooting
The following troubleshooting information may be required when configuring the mail services:

1. Ensure that you have already set up an e-mail account for the SAP Business One users on your
mail server. To verify the connection with the mail server, choose the Test Connection button.

2. The mail service checks the connection with the specified mail server and e-mail account and
displays an appropriate message.

3. If the SMTP server requires some authentication, for example, if the SMTP server is configured
to accept only logon-authenticated mails, but you selected the No Authentication option, the test
connection should be successful.

4. To check whether the connection to the SMTP server works, send a test e-mail. If the
connection fails, ensure that you have done the following:

o Entered the correct name of your mail server
o Entered the correct user ID and password

o Restarted the SBO Mailer service after changing any of the settings

4.2. Technical Configurations

In SAP Business One, you can process the following technical data configurations:

e Use the SAP Business One Service Manager to configure the license manager. For more
information, see Error! Reference source not found. (section 4.1.7).

e After you have installed SAP Business One and logged on to the application for the first time,
you are required to provide the license server address and port number in the License Server
Selection window.

e Inthe SAP Business One Main Menu, you can check the log configurations by choosing Help —
Support Desk — Logger Setting. You can see the relevant configuration log file under:
..\SAP\SAP Business One\Conf\Bllogconfig.xml.

4.3. Installing the License Key

To use your SAP Business One application according to your contract, you are required to install a
license key assigned by SAP.

You also must install a new license key whenever any of the following occurs:
e You have additional users or components.
e The hardware key changes.
e The current license key expires.

e You have a new installation of SAP Business One.
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To avoid changing the hardware key accidentally, do not perform the following actions on the license
server machine:

e Formatting the machine and reinstalling Microsoft Windows using another product key for
Windows

e Changing the computer name

e Changing the domain (hardware key does not change back when you return to the previous
domain)

The following actions are safe and do not change the hardware key:
e Adding a new user logon
e Changing the computer date or time

Procedure

1. To open the SAP Business One Service Manager, in the Windows notification area, double-click

Alternatively, choose - Start - Programs > SAP Business One - Server Tools = Service
Manager.

In the SAP Business One Service Manager window, in the Service dropdown list, select License
Manager and choose the Settings button.

"= SAP Business One S ] P
Server: |PvaDs00s7775A
Service: ILi-:ense Manager LI

[ Start when operating swskem starks

Schedule I Sektings I Cu:unneu:tiu:unl Databasel
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2. Inthe General Settings window, do the following:

o Enter the computer name or IP address of the machine on which the server tools were
installed.

D Note

Use localhost only in standalone installations.

o Toinstall the license key file, choose J (Browse) and select the txt file you received

from SAP.
General Settings ]|
— Connection

Licenze Server: |F"‘-.-"I3D5EIEI5?F".'-"5.-‘1‘-.

Faort Murnber: |3nnun Set

— Settings

System Mumber: I

Inztallation Mumber: I LI

Hardware Key: I

[T Shite tolog

— Import Licenze File

Licenze File: I |

Impart Lizense e |

Eanfigure Secuirity | ] | Cancel |

3. Choose the Import License File button. An “Install Succeeded” message indicates a
successful import. If the message: “Server is iIn startup mode, try again in two
minutes” appears, wait two minutes and then try to import the file again.

4. To save your settings and close the General Settings window, choose the OK button.

5. To close the SAP Business One Server Manager window, choose the OK button.

4.4. Assigning SAP Business One Add-Ons

SAP add-ons are additional components or extensions for SAP Business One. The following add-ons
are included in the automatic registration:

e Copy Express
e Datev Fl Interface
e ELSTER Electronic Tax Return

e Fixed Assets
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e Intrastat

e Format Definition

e Microsoft Outlook integration

e Payment Engine

e Screen Painter

e Bank Transaction Handling Facility (BTHF)
e XL Reporter

Installing both the server and client applications also registers the SAP add-ons and makes them
available for installation from the SAP Business One application.

Prerequisites
e You have a Professional license from SAP.

e You have installed Microsoft XML 3.0 Service Pack 4 on your workstation. To ensure that this
software is installed on the hard drive of the workstation, check that the msxmI3_dI1 file is
saved in the system32 directory in the main Windows directory.

e If you chose Customize for the installation of server components, ensure that SAP Add-ons is
selected in the Select Features window.

e You must have Power User or Administrator rights, especially in the terminal server
environment.

The following table displays the SAP Business One add-ons and their prerequisites.

Add-On Prerequisites

Payment Engine Inbound Functionality is activated only when the Bank Statement
Processing checkbox is deselected.

Screen Painter You have installed Microsoft .NET Framework 2.0 on the SAP Business
One workstation intended to run Screen Painter.

Copy Express To be able to install the Copy Express add-on successfully, you must grant
write permission to all users in the SAP Business One B1_SHR server
folder.

Format Definition You have installed Microsoft .NET Framework 2.0.

BTHF You have installed Microsoft .NET Framework 2.0.
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Add-On Prerequisites

Fixed Assets e For customers using Fixed Assets version 2005 SPO or lower, the
fiscal year definition must consist of 12 active periods. Fixed Assets
accepts a non-calendar fiscal year only if the customer has defined
12 periods, with each period starting on the first day of the period.

For customers using Fixed Assets version 2005 SP1 and higher, the
system now supports the use of non-monthly accounting calendar
fiscal year definitions such as a 4-4-5 accounting calendar, and it
does not require the fiscal year definition to consist of 12 active
periods, as required in 2005 SPO or in earlier versions.

o During its initial start-up, Fixed Assets tries to add records to the item
master data table. To add an item, you must provide an item group
and two valid VAT groups.

Since it is the only one that exists in SAP Business One by default,
"100" is used as the item group.

o Fixed Assets uses country-specific VAT codes for all localizations it
supports; see SAP Note 770851.

CAUTION

If you delete the country-specific tax groups or the item group
“100” from your company database, you cannot initialize Fixed
Assets.

Microsoft Outlook You have installed the following on your workstation:

Integration e Microsoft Outlook (supported versions: 2000 SR1 (and higher), 2002,
2003, 2007)

e Microsoft Word (supported versions: 2000 SR1 (and higher), 2002,
2003, 2007)

e Microsoft Excel (supported versions: 2000 SR1 (and higher), 2002,
2003, 2007)

After installing Microsoft Outlook, you created an e-mail account for sending
and receiving e-mails.

Microsoft Outlook is set as your default mail client. To check your default
mail client, open the Control Panel window, and choose Internet Options.
On the Programs tab, make sure that in the E-mail field, Microsoft Outlook
is selected.

You have closed Microsoft Outlook, Word, and Excel on the workstation.

Datev FI Interface You have created a new company to work with the DATEV add-on and
deselected the checkboxes: Copy User-Defined Fields and Tables and
Copy User-Defined Objects.

The DATEV add-on may not work with demo databases.
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4.4.1. Constraints

When you run SAP Business One 8.8, you can use only SAP Business One add-ons from Release
8.8. These add-ons can run only on SAP Business One 8.8.

The add-ons run under the SAP Add-Ons license, which is included in the Professional User license.
Procedure

For information about how to assign SAP add-ons, see the Assigning Add-Ons online help document.
You can find the online help document at the following locations:

e Partners: SAP Channel Partner Portal at http://channel.sap.com/sbo/documentation

e Customers: SAP Business One Customer Portal at
http://service.sap.com/smb/sbocustomer/documentation .

4.5. Setting Up Dot Matrix Printers

SAP Business One supports the following models of dot matrix printers:
¢ Citizen PROdot 300
e OKI Microline Elite 320
e Epson FX-880

Procedure

1. Inthe SAP Business One menu bar, choose File > Page Setup. The Print Setup window
appears.

2. Under Paper, set the Size field to Letter.

T N

— Paper
Size: 7
Source: !ﬁ.utamaticall_l,l Select L!
— rientation M arging [inchesz)

i Portrait Left: I1 Right: |1
" Landscape Top: |'I B attorm: I'I

] I Cancel I

3. Inthe Windows task bar, choose Start - Control Panel = Printers.
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4. Right-click the selected dot matrix printer and choose Properties.
5. Choose the Printing Preferences button, and then select the Paper/Quality tab.
6. Choose the Advanced button and modify the following properties:

a. Setthe paper size to Letter.

b. Set the print quality to 120x144 dots per inch or to the closest available value.
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5. Upgrading SAP Business One

To upgrade your SAP Business One application to version 8.8 and run it successfully, you must do the
following:

1. Upgrade your SAP Business One successfully to 8.8
2. Renew your SAP Business One license to 8.8
3. Import the 8.8 license file

You can use either of the following upgrade methods to upgrade previous SAP Business One versions
to 8.8.

e Use the SAP Business One upgrade wizard to upgrade your SAP Business One to a higher
major version, a support package, or a new patch above the SAP Business One 8.8 release. A
restoration mechanism that ensures a complete reversal of the upgrade is also introduced for
SAP Business One 8.8. This means that if any of the upgrade steps fail, you are able to reverse
all the database changes made to your SAP Business One landscape by the wizard, and return
to the SAP Business One version before the upgrade.

B Recommendation

To detect any errors or warnings that may arise in the SAP Business One upgrade
process, we recommend that you perform a trial run of the SAP Business One upgrade
wizard up to and including step 12 as described in the procedure below. The results of
the pre-upgrade checks in the upgrade wizard will indicate where you may need to
correct any errors before performing the actual upgrade. If no issues are found, you may
continue with the upgrade procedure.

e Upgrade directly from the Upgrade DVD folders.

You can use the upgrade files in the Upgrade DVD to upgrade the components you want,
although this method is not recommended and only advanced users can use it.

CAUTION

If you want to upgrade the SAP Business One server or company database, you can run
the upgrade wizard ONLY on the SAP Business One server machine.

b
CAUTION

The upgrade files listed in the Upgrade DVD do not form a whole set of the upgrade
process files. They are provided for advanced users only. For more information, see the
Administrator’s Guide of previous versions in SAP Business One Customer Portal at
http://service.sap.com/smb/sbo/documentation.

e ote
When you perform an upgrade from SAP Business One 2005 A SP01, 2007 A, or 2007 B
to SAP Business One 8.8, your previous SBO Mailer e-mail signature settings are

automatically copied to the Common database and appear on the Common E-Mail
Signature tab of the E-Mail Settings window.

You can access these settings from the SAP Business One Main Menu — Administration
— System Initialization — E-Mail Settings.
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The following versions are currently supported for upgrade to 8.8:
e SAP Business One 2005 A SPO01 (patch level 53 or above)
e SAP Business One 2005 B (patch level 46 or above)
e SAP Business One 2007 A (patch level 48 or above)
e SAP Business One 2007 B (patch level 11 or above)
e SAP Business One 2007A SP01

For more information about upgrade versions, see SAP Note 1333696.

g Note

To upgrade an SAP Business One version that is lower than 2005 to 8.8, you can first
upgrade the current version to 2005 A SP01, 2005 B, or 2007 and then perform the
upgrade to 8.8.

Prerequisites

¢ You have made sure that company databases are not connected to either SAP Business One
clients or SQL Server clients.

e You have the SAP Business One 8.8 license file available. You need this license file for
connecting your company after the upgrade process is finished. If you do not import a valid
license file for SAP Business One 8.8 after the upgrade process, you cannot work with your
company.

¢ You have Administrator rights on the machine that runs the SAP Business One upgrade wizard.
To check if you have Administrator rights on your machine, proceed as follows:

e On your desktop, right-click the My Computer icon and choose Computer Manage
— Local Users and Groups.

e Choose Groups — Administrators.
e The SBO-Common database is installed on the server.

e You have installed Crystal Reports Basic 2008 for SAP Business One.

For more information about installing Crystal Reports Basic 2008 for SAP Business One, see
the Installing Crystal Reports XI R2 document (xir2_cr_install_en.pdf) under:
..-\Docs\en, on the Crystal Reports Basic 2008 for SAP Business One product CD, which is
shipped with the SAP Business One Product DVD.

e When you complete the SAP Business One upgrade, you have the option of installing remote
support platform for SAP Business One. For more information about installing remote support
platform for SAP Business One, on the SAP Business One product DVD see the Administrator’s
Guide to Remote Support Platform for SAP Business One document under
:\Documents\Remote Support Platform.
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5.1. Upgrade Process
To upgrade SAP Business One, do the following:
1. Runthe SAP Business One upgrade wizard to perform the following operations:
a. Validate the license server
b. Select components for upgrade
c. Select a database for upgrade
d. Perform pre-upgrade checks

e. Specify a backup location (only occurs when database components are selected for
upgrade)

f. Run the upgrade process
g. Restore (only occurs when upgrade fails)
2. Upgrade SAP Business One client workstations.

3. Upgrade SAP Business One add-ons.

D Note

You cannot use the SAP Business One upgrade wizard for this step.

5.1.1. Running the SAP Business One Upgrade Wizard

Procedure

1. Insert the upgrade DVD in the DVD drive.

The upgrade program appears automatically. If the DVD does not launch the upgrade program,
navigate to the DVD root folder and double-click the Upgrade.exe file.

2. To continue with the upgrade, in the Welcome window, choose the Next button.

rﬁ.‘ SAP Business One Upgrade Wizard P ]

Welcome to SAP Business One Upgrade Wizard

This wizard guides you through the S&P Business COne upgrade,
after the upgrade, the version of your S&P Business One will be:
ae0.202

NOTE: To run SAP Business One after upgrading to a major release, you wil need
toimport a valid SaP Busingss One 8.8 license file,

More Information

Readrne File

SAP Busingss One Adrinistrator's Guide
Cnline Help

| Cancel || Ment
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3. Inthe License Server window, specify the license server that you want to validate.

To continue, choose the Next button.

[® SAP Business One Upgrade Wizard =
License Server
Enter the name or IP address of the license server,
Help
License Server Port 20000
| cancel || Back || mext |

The wizard starts to validate your license server. If you have now upgraded your license server
to the 8.8 release, go on to step 4; otherwise, go to step 5.

Wi
CAUTION

If you are choosing a remote license server, make sure it is the 8.8 release; otherwise,
the upgrade cannot proceed.

g Note

If the wizard detects a license server, but has problems communicating with that license
server, the following reasons may be causing the communication problems:

=  License server is not launched

= License server cannot be connected

To continue with the wizard, you must fix the connection problems.
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4. Inthe License Server Validation window, specify the site user password, and then choose the
Next button.

[ SAP Business One Upgrade Wizard [l
License Server Validation
Specify the password for the license server,
Help
Site User ID Bl1Sitelser
Password: o0l
| Cancel || Back || Mext |

5. Inthe Connection Settings window, specify the following fields of your SAP Business One
server:

o Server Type: Select a Microsoft SQL Server type from those you installed.

o Server Name: Specify the computer name on which you installed Microsoft SQL Server
2005 or 2008.

b
CAUTION

In the Server Name field, make sure of the following:

®=  The name of the computer on which you installed Microsoft SQL Server does not

contain any special characters, such as: “&”",“<",“>"“"* or .
= Do not use the following entries: localhost, (local), “.”"and 127.0.0.1.
To check or correct the name of your machine, proceed as follows:
a. Choose Start — Control Panel — System.
b. Inthe System Properties window, select the Computer Name tab.
c. Inthe Computer description field, check the computer name.
d. To correct the computer name, choose the Change button.

e. Inthe Computer Name/Domain Changes window, specify a new name for the machine,
and then choose the OK button.

= Database User ID: On the Server Roles properties tab in Microsoft SQL Server
Management Studio, specify a user enabled with sysadmin.

= Database Password: Specify the password of your database user.
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e note
If you have problems setting the server, make sure that the name format of your

computer is the same as the name format of your license server. To check or correct
your computer name, proceed as follows:

i. Choose Start —» Control Panel — System.

ii. Inthe System Properties window, select the Computer Name tab.
iii. Inthe Computer description field, check the computer name.
iv. To correct the computer name, choose the Change button.

v. Inthe Computer Name/Domain Changes window, specify a new name for the
machine and choose the OK button.

To connect to your SAP Business One server, choose the Next button.

rﬁ;‘ SAP Business One Upgrade Wizard [ =] R
Connection Settings
Specify connection settings for the SAP Business One database,
Heln
You rmay connect a remote SAP Busingss One server, but you cannot upgrade server
components that are located on a remote server,
Server Type MSSOL_ 2005 i
Server Marme abrmerge
Database Lser ID 5a
Database Password b
| cCancel || Back || Mext

6. Inthe Component Selections window, select the checkbox of each component that you want to
upgrade.

If a component has already been upgraded to the current version or release, its checkbox is
enabled and not selected. You can select it again to overwrite the component instance.

Choose the Next button.

ke vote
To upgrade all SAP add-ons, select the Add-On checkbox. Then all the new releases of
add-ons, including the Outlook Integration Server Installer add-on, are automatically

registered on the SAP Business One server and new installers are uploaded to the
server. For more information about upgrading add-ons, see Upgrading SAP Add-Ons.

K note
If the Common Database checkbox is inactive and not selected, it means that the SBO-
Common database is not on your computer.
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g Note

The license server, as part of the server tools, must be upgraded first. If your license
server has not been upgraded to 8.8, the wizard automatically selects the Server Tools

checkbox.

rﬁ;‘ SAP Business One Upgrade Wizard

Component Selections

=
L

Select the components that you want to upgrade,

Heln

Click Help to see more information about a deselected component and an inactive component.

Component Mame

E  Server Components
[v] Server Tools
[ Common Database
[] add-ons
[ Sutlook Integration Server
[ ] Help
[+l Company Database

F  Client Components
[v] DI APT
[ ] Mail and Fax Service
[] Software Development Kit (SOK)
[| Data Transfer Workbench (DT

The Earliest Wersion Found

880102 SP:00 PL:00O
880202

Mot Found

Mot Found

880202

800135

880109 SP:00 PL:00

Mot Found

Mot Found

Mot Found -

| cancel || Back || Met

7. Inthe Database Selection window, do the following:

o Select the checkboxes of the databases that you want to upgrade.

o Inthe User ID and Password fields, specify the SAP Business One super user account

and password.

Choose the Next button.
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e note
If you have selected the Common Database checkbox in the previous Component
Selection window, the checkbox is selected and inactive now.

[® SAP Business One Upgrade Wizard =l B I

Database Selections
Select the databases that you want to upgrade.
Heln
Make sure your license corresponds to the localizations you select here,
Business One Server: abmerge
Database Mame  Version Localizaton User 150 Passwiord Status
SBO-COMMON 830203 Ready
[vl 07a ao0zze s Aot ot Read
[ 07b_sp1 B00Z24 LS it
riewtrial 280203 US
| Refresh |
[ Cancel |[ Back |[ Mext |

The wizard checks the version and the localization of the database, as well as the user ID and
the password that you have specified.

In each of the following cases, the status of the database displays as Not Ready, and the

’ wizard disables the checkbox of the database:
=  The wizard does not support the version of the company database.
= The company database is already of the latest version.
®=  The wizard does not find the localization of the company database from the locale
list of the common database.
o In each of the following cases, the status of the database displays as Not Ready, and the

checkbox of the database is active:

®=  The wizard finds more than one connection to the database.
=  The user ID or the password that you have specified is incorrect.

= Superuser is locked or no superuser is provided.
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8. If all the selected databases have the status Ready, choose the Next button.

g Note

If any of the selected databases has the status Not Ready, the wizard disables the Next

button.

Choose the Not Ready link to see the details. You cannot proceed to the next step until

you have fixed the problem.

To proceed with the upgrade while ignoring the Not Ready databases, deselect these
databases and choose the Next button.

9. Inthe Pre-Upgrade Check window, choose the Next button.

The SAP Business One upgrade wizard performs a set of pre-upgrade checks on each
database to ensure its readiness for the upgrade and to reduce the possibility of upgrade failure.

r[_i‘ SAP Business One Upgrade Wizard =] B l

Pre-Upgrade Check
To start the pre-upgrade test for upgrading the selected components, choose
the Mext button, Help

The pre-upgrade test may take a few minutes,

Business One Server: abmerge

Component Mame Errors  Warnings  Result Cetails
B 07a
B 07b_spl
B DB_newcomp

For detailed technical information ; EﬁﬁJEﬂ l-t!'J File

| cancel || Back || Mext |

The wizard checks the following items:

O

e}

O

Field length in OBNK table check, see SAP Note 1343084
Negative counted item in OITW, see SAP Note 1343083
Auto Create Statistics and Auto Create and Upgrade, see SAP Note 1343082
Down payment control accounts, see SAP Note 1343081
Reconciliation Upgrade, see SAP Note 1343080

Temporary tables check, see SAP Note 1343079
SBO_SP_Transaction notification, see SAP Note 1343078
Unique indexes of user defined, see SAP Note 1343077
Schema bounding objects check, see SAP Note 1343075
Database structure check, see SAP Note 1343074

Database upgrade status check, see SAP Note 1343073
Database unrestricted growth check, see SAP Note 1343052
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o System requirements check, see SAP Note 1343051
o Database logical and physical integrity, see SAP Note 1343050
o Item master data check, see SAP Note 1328930

o Triggers check, see SAP Note 1320969

10. In the next window, the wizard first checks the SBO-COMMON database, and then checks each of
the rest of the databases one by one.

D Note

If the SBO-COMMON database does not pass the checks, the wizard does not continue
with the rest of the checks.

'_[_Ts-' SAP Business One Upgrade Wizard el
Pre-Upgrade Check
Helo
Testing databases:
Business One Server: abmerge
Component Mame Errors  Warnings  Result Details
07a ] 1 To Be Confirmed Details
07b_spl o 1 To Be Confirned  Details
DB_rnewcomp 8] ] In progress...
For detaled technical information -__QEéﬁ_LEQ_f_:iE_i
| Cancel |[ Back || Mext |

The pre-upgrade test checks the selected components and databases one by one.
After the processing, you can learn more from the following:
o Details: Click this link to view the processing details of each component and database.

o Open Log File: Choose this button to open a log file window that contains all testing
records.

11. After finishing the checks on all the databases, depending on the check results, the wizard takes
you to a result window, as described in the table below.

Status ‘ Next Window

No errors or warnings Pre-Upgrade Check

One or more warnings but no errors Pre-Upgrade Check: Warnings Detected
One or more errors, warnings not a Pre-Upgrade Check: Errors Detected
consideration
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12. In one of the following windows that appears, perform the following actions:

o If the Checking Result: Passed window appears, to continue with the upgrade, choose
the Next button and continue with step 14.

+.* Pre-Upgrade Check Result B ]

&  Component Name: Common DB
Result: Pass Help

Result Type - Description

‘Success Database logical and physical Integﬁty check
|Success System requirements check

|Success Database recovery mode check

|Success Database unrestricted growth check
|Success Temporary tables check

|Success Triggers check

\Success Schema bounding objects check

| Retum |

o If the Pre-Upgrade Check: Warnings Detected window appears, to continue with the
upgrade, do the following:

i. Click the Details link to see the descriptions of the warnings.

I® SAP Business One Upgrade Wizard 2]

Pre-Upgrade Check: Warnings Detected
In Details colurnn, for each cormponent with warnings, choose Details and
confirmn each warning. Help

Some issues have been found.
You can continue, but you need to confirm before proceeding.

Business One Server: abmerge

Component Mame Errors  Warnings  Result Details
B 07a 0 1 To Be Confirmed Details
B 07b_spl 1] 1 To Be Confirmed Details

For detailed technical information | Cpen Log File |

| Cancel || Back || Mext __'_

ii. Inthe Pre-Upgrade Check Result window, select the checkbox of each warning.
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g Note

You cannot continue the upgrade process without confirming the warnings.

© SAP AG 2009

[® Pre-Upgrade Check Result =

& Comporent Mame:  07a

Result: To Be Confirmed Helo

Result T... = Descripton

Warning Common database version differs from company database version -

SUCCess Database logical and physical integrity check

SLCCEss System requirernents check

SLCCEss Database upgrade status check

SLCCEss Database unrestricted growth check

SLCCEss Mandatory default value in user-defined fields check

SLCCEss Scherma bounding objects check

Success Itern master data check

SLCCEss Reconciliation upgrade check

SLCCess Dowen payrnent control accounts check -

| Retun |

In the next window, choose the Return button.
[® Pre-Upgrade Check Result =]

& Component Mame:  D7a

Result: Confirmed Help

ResUlt T... = Descripton Confirmation Help

Warning Cormmon database version differs from company databas [v] Help =

SuCCess Database logical and physical inteqrity check

SUCCEsSS System requirements check

SUCCEsSS Database upgrade status check

SUCCEsSS Database unrestricted growth check

SUCCEsSS Mandatary default value in user-defined fields check

SUCCEsSS Schema bounding objects check

Success Itern master data check

SUCCEsSS Reconciliation upgrade check

SUCCESS Dowen payrment control accounts check -

| Retun |
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In the Pre-Upgrade Checking Result: Warnings Confirmed window, choose the
Next button and proceed with step 14.

'_[i,‘ SAP Business One Upgrade Wizard =] I

Pre-Upgrade Check: Warnings Confirmed
To continue, choose the Mext button,
Helo

iv.

Business Cne Server: abrerge

Component Mame Errors  Warnings Fesult Details
B Common Database 8] 0 Passed Dietails
o i Confirmed Dietails

B 07a

For detailed technical information | Open Log File |

| cCancel || Back || Mewt |

o If the Pre-Upgrade Check: Errors Detected window appears, do the following:

i. Click the Details link to see the error descriptions.

'_Li.-‘ SAP Business One Upgrade Wizard [_ O] I

Pre-Upgrade Check: Errors Detected
In Details columnn, for each component with errars, choose Details and fix errors

according to the Help docurnentation, Help

Cannot continue upgrade.,

Business One Server: abmerge

Component Mame Errors  Warnings Result Details
B 07a 0 1 Cannot upgrade com Detals
B 07b_spl ] I Catnot upgrade com Cetais
B DB_newcomp 1 1 Cannot upgrade com Details

For detailed technical information | Open Log File |

| Cancel || Back | Mesxt
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ii. Inthe Pre-Upgrade Check Result window, click the Help link to get the details of
the required actions.

[ Pre-Upgrade Check Result [=E

Q Component Mame: DB_newcomp

Result: Cannot continue upgrade Helo
Result T... = Descripton Helr
Success Database unrestricted growth check -
SuCCess Mandatory default value in user-defined fields check
SuCCess Schema bounding ohijects check
SuCCess Unigue indexes of Lser-defined table check
Success SBO_SP_TransactionMotification parameters check
SuCCess Temporary tables check
SLCCess Triggers check
SuCCess Itermn master data check
Success Down payrment control accounts check
Etror Lnlack all journal entry series and remove LastMum far journal entries seiHeln =

| Return |

iii. Proceed with the required action.

iv. Inthe Pre-Upgrade Check Result window, choose the Return button to go back to
the Pre-Upgrade Check: Errors Detected window.

v. Inthe Pre-Upgrade Check: Errors Detected window, select all the rest of the
components and check for errors, repeating steps i through iv.

vi. Inthe Pre-Upgrade Check: Errors Detected window, choose the Back button and
redo the pre-upgrade check process as described in step 10.

CAUTION

You must fix all the errors; otherwise, you cannot continue upgrading SAP Business
One.

13. In the Upgrade-Backup Settings window, do the following:

o To specify the local location of the drive on which you want to store the upgrade backup,
choose the Browse button.

CAUTION

Do NOT specify any network drives or CD drives; otherwise, the backup can fail on those
drives.

o To view the required available space of each drive, specify the path of the backup and
the Required Space area then displays the needed space for:

=  The databases backups

®  The increased parts of the databases after the upgrade, such as the log files
generated during the upgrade process
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®  The backups of any other files generated during the upgrade

'_Li‘ SAP Business One Upgrade Wizard = EE

Upgrade - Backup Settings
Specify the folder where you want to store the backup files, To start the
Lpgrade, choose the Mext button, Heln

Specify a folder on the local cormputer where you want to store the backup files,

Backup files location

| Browse...
Dirive Space Peguired Space Available
i 0,037 GB
D, 39.928 GB
| Gamcel || Back || Ment

14. In the Upgrade Summary window, the wizard performs the following operations one by one for
each component and database.

'_Li‘ SAP Business One Upgrade Wizard = EE
Upgrade Summary
To continue, choose the Mext button,
Heln
The upgrade may take a fes mintes,
Business COne Server: abmerge
Component Mame Result Detals
B 07a
“Open Log File
| Camcel || Back || Mewt |
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15. The Upgrade in Process window displays the upgrade progress of each component and

database.
'_ﬁ,-‘ SAP Business One Upgrade Wizard [ =] B2
Upgrade in Process
Other wizards may start, Operate through and complete those wizards,
Help
Uparading OCHP, .
Business One Server: abrmerge
Component Mame Result Details
B 07a Lngraded Dietails
B ip In progress..,
f& Data Transfer Workbench (DTW)
1 of 3 upgraded successtully gmecg File
~ Cancel Back et

g Note

The InstallShield Wizard that runs from the SAP Business One upgrade wizard indicates
that it is installing various components. However, all references to installation should be

understood as upgrade.
16. According to the upgrade results, you see one of the following windows:

o Upgrade Result: Upgraded window: If the upgrades of all components and databases
succeed, the wizard opens this window.
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®=  To continue, choose the Next button and proceed with step 18.

r_[i,‘ SAP Business One Upgrade Wizard _ [ I

Upgrade Result: Upgraded
To continue, choose the Mext button,
Helm
Business One Server: abmerge
Component Mame Resuilt Cretails
B 07a Upgraded Dietails
1 of 1 upgraded successfully | OpenlogFile |
| Cancel || Back | Mext |
= To view the details of the upgraded components, click the Details link. The
Upgrade Result — Details window appears.
FE' Upgrade Result - Details e
@ Companent Mame: 07a
Result: Upgraded Heln

To close this window and return to SAP Business One Upgrade Wizard, choose the "Return” buttan,

Started Object Fesult Message Help

20090518 557, AACP Success Success -

20090518 557 S AACT Success Success

20050518 5:57. 28801 SLccess SLCcess

20050518 5:57: 5 AADM Success SLccess

20050518 5:57.ZABO1 Success SLccess

20090518 5:57. 5 ABOC Success Success

20090518 5:57. 5 ABOE Success Success

20090518 5:57. 2 ABT1 Success Success

20090518 5572 ABTC SLCCess SLCCess -

| Return |
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o Upgrade Result: Failed window: If the upgrade of any component or database fails, the
wizard opens this window.

rﬁ.‘ SAP Business One Upgrade Wizard

P [ 3
Upgrade Result: Failed
SAP Business One Upgrade Wizard will rall back all changes.
Heln
To continue, choose the "Mext"” button,
This process may take a few minutes,
Business One Server: abmerge
Component Mame Result Details
ip Failed Details
0 of 1 upgraded succassfully | Open Log File |
[ Cancel || Back || Memt |

To continue with the restoration step of the rollback process, choose the Next
button, and then proceed to the section Restoring Components and Databases.

To see the details of the failed components, click the Details link.

[ Upgrade Result - Details

o=
&  Component Mame; Data Transfer Workbench
Result: Upgrade Failed Help
To close this window and return to S&P Business One Lipgrade Wizard, choose the "Return® button,
Started Cbiject Result Message
20090519 5:45: 2 Etror
Return |
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17. In the Congratulations window, do one of the following:

o To proceed with the installation of the remote support platform for SAP Business One:
i. Select the checkbox: Install Remote Support Platform for SAP Business One.

ii. Choose the Finish button.

The installation wizard for the remote support platform for SAP Business One
appears. For more information, see the document Administrator’s Guide to
Remote Support Platform for SAP Business One on the product DVD or on the
dedicated landing page in SAP Channel Partner Portal at
http://service.sap.com/smb/sbo/rsp.

After you install the remote support platform for SAP Business One, you can proceed to
Upgrading SAP Add-Ons.

o To proceed with the installation of SAP Business One without installing remote support
platform for SAP Business One, do the following:

i. Deselect the checkbox: Install the Remote Support Platform for SAP Business
One.

ii. Choose the Finish button.

r[_i‘ SAP Business One Upgrade Wizard (==

Congratulations!
You have upgraded your SAP Business One to version 880,202

MOTE: To run S&P Business One after the upgrading to a major release, you wil need
to irmport & valid SAP Business One 2.8 license file,

SAP strongly recormmends that you install the remote support platform for SaP
Business One. It has been designed to protect your SAP Business One installation by
providing automated remcte support,

To install the remote support platform for SAP Business One, select the checkbox
below, then choose the Finish button.

[ ] Inztall Remate Suppart Platfarm For SAP Business Cne

More Information

Upgrade Log
Uporade Folder

| Finish |
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5.1.2. Restoring Components and Databases

If the upgrade process fails, the SAP Business One upgrade wizard restores the components and
databases. To start the restore procedure, do the following:

1. Inthe Restore Components and Databases window, choose the Next button.

The wizard starts to restore components or databases one after another.

D Note

The SAP Business One upgrade wizard restoration only reverses all the changes made
to the following database components:

= Common database
= Company databases
= Add-ons
=  Help File
The components that cannot be restored are:
= Server Tools
= DTW
=  DIAPI
= Qutlook Integration

'_Li,-‘ SAP Business One Upgrade Wizard A= B2

Restoration
SAP Business One Upgrade Wizard is roling back all cormponents. This may take a
few minutes. Help

Restoring jo...

Business One Server: abmerge

Comporent Marme Status
B 07a Restored
B in In prodress...

& Data Transfer Workbench (DTW)

1 af 3 restored successfully Cipen Log File

~ Cancel Back Tt
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2. You can see one of the following windows as the restoration result;

o The Restoration Result: Restored window appears if the restoration is successful. To
complete the restoration, do the following:

i. In the Restoration Result: Restored window, choose the Next button.

[[® SAP Business One Upgrade Wizard =] I

Restoration Result: Restored
To continue, choose the Mext button.

Heln
Business One Server: abrmerge
Component Mame Status
H in Restared
1 of 1 restored successfully | Qpen Log File |
| Cancel || Back || Mext |

ii. Inthe Congratulations window, choose the Finish button to complete the
restoration process.

r_[i,‘ SAP Business One Upgrade Wizard [_ O] I

Congratulations!
You have upgraded your SAP Business One to version 880,202

NOTE: To run SAP Business One after the upgrading to a major release, you will need
toimport a valid SAP Busingss One 8.8 license file,

SAP strongly recommends that you install the remote support platform for SAP
Business One, It has been designed to protect your SAP Business One installation by
providing autormated remote support,

To install the remote support platform for SAP Business One, select the checkbox
below, then chioose the Finish button,

[] trstall Remate Suppart Platfarm For SAP Business One

More Information

Upgrade Log
Upgrade Folder

| Finish |
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If the restoration fails, the Restoration Result: Failed window appears. To complete the

restoration, do the following:
In the Restoration Result: Failed window, choose the Next button.

O

i
[ SAP Business One Upgrade Wizard =l
Restoration Result: Failed
SAP Business One Upgrade Wizard was not able to roll back one or more
Help

components,

To continue, choose the Mext button,

Business One Server: abrmerge

Compaorent Mame Status
B 07b_spl Restored
Hin Restored

& Data Transfer Workbench (DTwW) Falled (manual restoration needed)

2 of 3 restored successfully | Open Log File |

| Cancel | Back |[_ Mext

In the displayed window, choose the Finish button to exit.

rl_i' SAP Business One Upgrade Wizard [_ O]

One of more errors have occurred while upgrading your SAP Business One to version
880,202,

More Information

Upagrade Log
Liparade Folder

| Finish |

g Note

If the restoration fails, to roll back SAP Business One to the version before the upgrade,
you have to do a manual restoration.
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5.1.3. Upgrading SAP Business One Client Workstations

After running the SAP Business One upgrade wizard, to complete the SAP Business One upgrade,
you have to manually upgrade your SAP Business One client workstations.

Procedure

1. Torun SAP Business One 8.8, choose Start — All Programs — SAP Business One — SAP
Business One.

2. In the Choose Company window, select a company and double-click it.
3. Inthe dialog box, choose the Yes button to start the upgrade of the client workstation.
4. Inthe .Net 3.0 installation window, choose the Install button.

e ote

It may take a few minutes to finish the installation process.

5. InstallShield Wizard performs a silent installation of Crystal Reports Viewer if it is not installed
on the current machine. For more information about installing Crystal Reports Basic 2008 for
SAP Business One on the client machine, see Installing Crystal Reports.

The SAP Business One data source and Add-ins menu are installed after Crystal Reports
Viewer or Crystal Reports Basic 2008 for SAP Business One is installed.

6. During the DI API upgrade, in the License Server Details window, specify the license server
name.

Make sure you do not use the following entries for the license server name:
o localhost

o (local)

(@)
o 127.0.0.1
Choose the Next button

7. When the upgrade is finished, a message appears. The client workstation is then upgraded.

5.1.4. Upgrading SAP Add-Ons

When you select the Add-On checkbox in the Component Selection window of the upgrade wizard, the
following occurs:

e New releases of all SAP add-ons, including the Outlook Integration Server Installer add-on, are
automatically registered on the SAP Business One server.

e New installers are uploaded to the server during the upgrade of the SBO-COMMON database.

Add-ons that were already installed and assigned to a company are re-registered with new releases
and assigned to the same company.

Upon the next logon to a company assigned with add-ons, installers for the new add-on releases run
automatically.

5.1.4.1. Upgrading the Intrastat Add-On

If you are upgrading an Intrastat add-on from an Intrastat version that is lower than 2007 A, proceed
as follows:

1. Choose to copy the user-defined fields (UDFs) from the item master data and business partner
master data to new UDFs in Intrastat 8.8.
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2. Choose to keep in or delete from Intrastat 8.8 all existing UDFs of Intrastat versions lower than
2007 A.

5.1.5. Troubleshooting Upgrading SAP Business One with the
Upgrade Wizard

e The shared folder B1_SHR on the SAP Business One server machine must exist with the shared
settings.

¢ Inthe Database Server Name field in the Database Server Logon window, if specifying the
machine name does not work, use the IP address of the server machine. Be sure the format is
consistent with what you have defined for the license server.

e When you perform an upgrade from SAP Business One 2005 A SP01 or 2007 A to SAP
Business One 8.8, your previous SBO Mailer e-mail signature settings are automatically copied
to the Common database and appear in the E-Mail Settings window, on the Common E-Mail
Signature tab.

To access these settings, from the SAP Business One Main Menu, choose Administration —
System Initialization — E-Mail Settings.

e If you have already installed Crystal Reports Basic 2008 for SAP Business One and have not
upgraded SAP Business One client, execute the SAP Business One Crystal Reports
Integration Package.exe file in C:\Program Files\SAP\SAP Business One\Crystal.

g Note
The folder path shown above may be different on your computer, depending on where
you have installed SAP Business One and Crystal Reports Basic 2008 for SAP Business

One. You can use the Microsoft Windows search facility on your computer to locate the
folder and the file.

e To have SBO Mailer’s signature copied after upgrade, do the following:
a. To open the SAP Business One Service Manager window, in the Windows system tray,
double-click Kp(SAP Business One Service Manager).

Alternatively, choose Start > Programs - SAP Business One - Server Tools >
Service Manager.

b. Inthe SAP Business One Manager window, in the Service dropdown list, select SBO
Mailer, and then choose the Connection button.

c. Inthe Connection Settings window, specify values in the DB Type and DB Server fields,
and then choose the OK button.

d. Log off SAP Business One and log on to SAP Business One again. You will find that the
signature was copied.

5.1.6. Troubleshooting Upgrading Add-Ons

When upgrading add-ons in an upgraded company whose server name was previously something like
(local), you may encounter a message about installation failure.

SAP Business One has introduced the license security mechanism, and we do not recommend that
you specify a server name with something like (local). In this case, during an upgrade, the user
defines the server name as an IP address or a machine name. The application does not find the old
(local) name of the upgraded company, which prevents old add-ons from being upgraded.

To solve this problem, proceed as follows:
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1. Gotothe .\SAP Business One\ folder and locate the AddonsLocalRegistration.sbho

file.

2. Change the server name of each related add-on to the new name specified in the license

server. For example, old: <Common ID=""1" Name=""(local)"/> | new: <Common

ID=""1" Name=""MyServerName”/>.

5.2. Upgrading Directly from Product DVD Folders

You can upgrade the components manually by running the following files from the Upgrade DVD
folder:

e Server components:
o Server Tools: .\Packages\Server Tools\Setup.exe
o Common Upgrade: ..\Packages\Upgrader Common\Upgrade.exe
o Help Upgrade: ..\Packages\Upgrader Help\Upgrade.exe
o Add-Ons Upgrade: ..\Packages\Upgrader AddOns\Upgrade.exe
e Client components:

o Mail and Fax Service: ..\Packages\Server Tools\Setup.exe

o SDK: Manually uninstall and then upgrade using the SDK InstallShield installer under:

..\Packages\SDK\ Setup.exe

o Data Transfer Workbench — Manually uninstall and then upgrade by using the Data
Transfer Workbench InstallShield installer under: ..\Packages\Data Transfer
Workbench\Setup.exe

o Add-On Outlook Integration — Manually uninstall and then upgrade using the DTW
InstallShield installer under: ..\Packages\Outlook Integration
standalone\Setup_OIS.exe
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6. Performing Database Maintenance
Tasks

This section provides information about checking and maintaining your database system. Database
activities depend on the nature of your organization's day-to-day work. There are many factors
influencing system performance, such as disk space availability, the number of transactions occurring
each day, and so on. It is essential to perform daily and regular checks to ensure the efficient
operation of SAP Business One. System performance depends on the correct administration of the
database.

This section also lists all the stored procedures quoted in the SAP Business One 8.8 application.

6.1. Database Server Administration

This section provides basic information about the SQL Server environment, the way a database
management system stores and accesses the data, and the database administration tool. The
information comprises the following topics:

e Starting and stopping database services
e Performing weekly tasks

e Performing regular tasks

e Performing backups

e Performing restoration

6.1.1. Starting and Stopping Database Services

Occasionally, it is necessary to stop and start database services manually, for example, when you
perform a complete backup of the database.

Procedure

e To stop database services:

a. Verify that no clients are logged on to SAP Business One.

To open SQL Server Management Studio, choose Start — All Programs — Microsoft
SQL Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

c. Inthe Object Explorer window, right-click the database server machine on which your
SAP Business One database is installed and choose Stop.

e To start database services:

a. To open SQL Server Management Studio, choose Start — All Programs — Microsoft
SQL Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

b. Inthe Object Explorer window, right-click the database server machine on which your
SAP Business One database is installed and choose Start.

g Note

If you are not able to log on to SAP Business One, and the dialog box for choosing a
company appears with an empty list, check whether SQL Server is running.

© SAP AG 2009 108



Administrator's Guide E?

If you log off the SQL Server services, all user processes are terminated, but the
database services keep running.

6.1.2. Weekly Tasks

B Recommendation

Perform the following tasks on a weekly basis, or more often if warranted by the
database size and the volumes of daily or weekly transactions in SAP Business One.

The tasks are:
e Checking database consistency

¢ Running the Update Statistics command

6.1.2.1. Checking Database Consistency

A database consistency check performs a thorough check of the entire database. It examines all
tables in the database to ensure that index and data pages are linked correctly and that indexes are in
the correctly sorted order. It also checks that all pointers are consistent and that the data information
on each page and page offset is reasonable. The database consistency check enables early
recognition of problems and prevents escalations and possible loss of data.

Ensure the following:
e Schedule consistency checks with the planning calendar.
¢ Run consistency checks on the weekends.
e Do not schedule any other task at the time of the consistency check run.
g Note
On the SQL Server level, the SAP Business One database consistency check executes

the DBCC CHECKDB command, which locks user tables, indexes, and system tables
throughout the run.

In addition, it is I/O intensive and, therefore, should not run during normal operations, but
at times when the system load is low.

6.1.2.2. Running the Update Statistics Command

The UPDATE STATISTICS statement defines the storage requirements of tables and indexes as well
as the value distribution of columns, and stores this information in the database catalog.

The Optimizer uses these values to determine the best strategy for executing SQL statements. Use
the sp_updatestats procedure on all user-defined tables in the required database.

When the update statistics statement is executed, the following information about the table is stored in
the database catalog:

e Number of rows
e Number of pages used
e Size of indexes

e Value distribution within columns or indexes

© SAP AG 2009 109



Administrator's Guide

6.1.3. Regular Tasks

Performing scheduled tasks is essential for ensuring database availability and minimizing the risk of
data loss. Perform the following tasks on a regular basis, as determined by your database size and
transaction volumes:

o Verify that the database server is running
e Verify that the backups run successfully
e Check the database

e Shrink the transaction log

e Monitor disk space

6.1.3.1. Verifying that the Database Server is Running

You must complete this task every morning. SAP Business One clients cannot work if the database
server is not running.

Procedure

Run the SAP Business One client and log on to your database server. If you can log on, the database
server is running.

6.1.3.2. Verifying that Backups Run Successfully

Backups of your database are essential for recovering the SAP Business One system in case of
failure. Use this procedure to verify that previous backups ran successfully.

Procedure

1. To open SQL Server Management Studio, choose Start — All Programs — Microsoft SQL
Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

2. Select the Management folder and check the SQL server logs.

3. Search for the last backup message.

4. Verify that the backup ran successfully and that the date fits the scheduled settings.
The following is an example of a successful backup message:

" Database backed up. Database: myDB, creation date(time):
2005/12/21(10:57:16), pages dumped: 502701, first LSN: 37211:18:108,
last LSN: 37211:91:1, number of dump devices: 1, device information:
(FILE=1, TYPE=DISK: {"E:\temp\bck\myDB*"}). This is an informational
message only. No user action is required."

6.1.3.3. Checking the Database

The SQL Server database uses disk space to store the database data files and the daily transaction
log files. If you do not set up a schedule for the backup of the transaction log, the log file can grow too
big, causing a decline in system performance. Ultimately, this can stop the database system.

The transaction log should not fill more than 60-70% of the total available size. If it regularly exceeds
this level between two backups, you must save the transaction log more frequently. You can
determine in SQL Server Management Studio that the data file and transactional log file are set to
grow automatically.

In addition, check the utilization of table space and the content of error logs on a regular basis.
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Procedure

1. To check the size of the data file and the transaction log file, proceed as follows:

a.

Open SQL Server Management Studio by choosing Start — All Programs — Microsoft

SQL Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

Select the database for which you want to check the transaction log size.

Right-click the selected database and choose Reports = Standard Reports - Disk

Usage. In the right pane, you can see the report.

Verify that there is enough free space, based on your organization’s needs, for both the

data file and the transaction log.

2. To set grow options for database files, proceed as follows:

d.

Open SQL Server Management Studio and select a database.
Right-click the selected database and choose Properties.

In the Properties window, from the menu on the left, choose Files.

The database files appear in the right pane.

In the Autogrowth field, set a value according to your organization’s needs.

3. To check error logs, proceed as follows:

a.
b.

C.

6.1.3.4.

Manually shrinking the transaction log file frees up disk space and minimizes the risk of data loss.

Open SQL Server Management Studio.
Select the Management folder and check the SQL Server Logs folder.

Check for error messages and verify that no problems have occurred.

Shrinking the Transaction Log

You can shrink it first virtually and then physically.

Shrinking the transaction log does not reduce the size of a physical log file. It removes enough inactive
virtual logs to reduce the log file to the requested size.

Procedure

1. To open SQL Server Management Studio, choose Start — All Programs — Microsoft SQL

Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

2. Select the required system database.

3. Right-click the selected database and choose New Query.

The right pane displays the Query window.

4. In the Query window, enter the following command:
BACKUP LOG <sid> WITH NO_LOG

Where:

<sid> = name of the database, for example, sbodemo_us

Right-click anywhere on the query tab and choose Execute.

This statement reduces the size of the logical log. It removes the inactive part of the log without
making a backup copy and truncates the log.

Specifying a backup device is unnecessary because the log backup is not saved.
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After you back up the log using NO_LOG, the changes recorded in the log are not recoverable.
For recovery purposes, execute a manual backup of your database; see SAP Note 557412.

5. To reduce the size of the physical log file, enter the following command:
DBCC SHRINKFILE (<name_logfile>, <size>)
Where:
<name_ logfi le> = the logical name of the shrunk file, for example, sbodemo _us_log

<size> = the required size for the file in megabytes, expressed as an integer. If the size is not
specified, DBCC SHRINKFILE reduces the size to the default file size, for example, 10 MB.

Right-click anywhere on the query tab and choose Execute.

g Note

In SQL Server, a DBCC SHRINKDATABASE or DBCCSHRINKFILE operation attempts to
shrink the physical log file to the requested size (subject to rounding).

6.1.3.5. Monitoring Disk Space

We recommend that you regularly check the amount of free space available on the disk.

6.1.4. Backup

This section provides an introduction to backups and information about the necessity of a backup
strategy. Databases are always at risk of damage and it is vital to implement a security strategy.

To keep the risk of data loss low, ensure that you develop a backup strategy that suits your business
and the requirements of your customers. An important factor to consider is the volume of data that you
process each day. In case of data loss, you are required to retrieve this data manually, back to the
time of your last backup.

With SAP Business One, we recommend backing up your application database regularly.

CAUTION

SAP Business One can save the configuration data only when you have write and read
access to the user profile folder.

6.1.4.1. Backup Strategies

To choose the appropriate backup-and-restore strategy, you need to identify the requirements for the
availability of your data. Your overall backup strategy should define the type and frequency of backups
and the nature and speed of the hardware.

Consider the complexity of each strategy. Full backups are easy to implement. If you are considering
backing up your transaction log as well, test all backup-and-restore procedures intensively.

When choosing your backup strategy, you can use the following methods:

e Full Backup of Your Data

In SQL Server, a full backup is a consistent copy of your database at a certain time. Because
only used objects are saved, normally the copy is smaller than the original database. Full
backups should be scheduled for a time when there is a low load on the database server.

e Backup of Transaction Log

The Transaction Log is a serial record of all the transactions that have been performed on the
database since the transaction log was last backed up. With transaction log backups, you can
recover the database to a specific point in time or to the point of failure.
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The transaction log grows over time. If the transaction log exceeds a certain size, it can cause
problems in SQL Server. To prevent those problems, we recommend doing regular backups of
the transaction log, which will truncate the transaction log.

Backup of SAP Business One Subdirectories

To avoid data loss, you must back up regularly the following subdirectories of SAP Business
One:

o ...\Program Files\SAP\SAP Business One\Attachments\
o ...\Program Files\SAP\SAP Business One\Bitmaps\
0 ..-\Program Files\SAP\SAP Business One\ExclDocs\
0 ..-\Program Files\SAP\SAP Business One\WordDocs\

These directories contain Word and Excel documents and bitmaps. To store the backed up
directories, you can use a file archiving application.

B Recommendation

Test your backup and recovery procedures thoroughly. Testing helps to ensure that you
have the required backups to recover from various failures, and that your procedures can
be executed smoothly and quickly if a failure occurs.

The frequency of the backups depends on the following factors:
® Processed data volume
= Customer requirements
®=  Number of users

Consider how much time you would need to invest in retrieving your data manually after
a data loss. After installing or upgrading SAP Business One, perform a full backup of the
SBO_DB database.

6.1.4.2. Backup Types

You can back up your data with SAP Business One Service Manager, the backup functionality of
remote support platform for SAP Business One, or SQL Server Management Studio, using one of the
backup types described below:

Full Backup Using SAP Business One Service Manager

This backup type suits small and medium-sized businesses. You can perform only full backups
of your application database.

Advantages include easy setup and restoration, since you have to restore only the full backup.
Disadvantages include the following:

o Requires large amount of space

o Istime consuming

o Is suitable for backing up once a day, which means that you can lose a whole day’s data.

For more information, see Configuring Backup Services.

CAUTION

Set Recovery Model to the Simple Model option. We recommend using the backup
service from SAP Business One Server Suite Manager only when performing a simple
recovery. Always back up the company database before performing a restore operation;
during restore, the database reverts to the state it was in when the backup was created.
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e Full Backup Using SQL Server Management Studio

This backup type provides more functionality than the Service Manager and can save the
backup directly to tape. If you save the backups on disk, make sure the backup gets copied to
another media, such as another hard disc, DVD, or tape.

Do a manual backup of the files and directories of your hard disk.

e Full Backup and Transaction Log Backup Using SQL Server Management Studio

g Note

To use SQL Server Management Studio to perform transaction log backups, you should
have already selected the Full recovery model option.

The advantage of this type of backup is that the monitoring is partly automated and you can
save the backups directly to a tape. You can also add alerts. Disadvantages include a relatively
complicated setup and the need to manually back up the subdirectories of SAP Business One.
However, SAP Business One does not fully support all of the features available with SQL Server
Management Studio; therefore, if you require support from SAP in the future, your database
backup may not be fully compatible.

D Note
(]

Full Recovery - you can do accumulated backups and move back to a specific
point in time.

= Simple Recovery - you can only back up the whole database; after the restoration,
the database goes back to exactly the same point at which it was backed up.

(ARY CAUTION

SAP Business One backup service does not support a full recovery with its extra
features, only the simple recovery. If you manage the backup for the database without
the SAP Business One backup service, you can use the full recovery. But if any
database issue requires investigation, SAP support might not be able to use these
backups, because they were not generated with simple recovery mode and they might
contain only the newly added data and not the full backup.

@ Example

The following table summarizes the main options for each backup type:

Backup Type

Only Full Backup

Full Backup

Full Backup and
Transaction Log Backup

Tool

SAP Business One
Service Manager

Microsoft SQL Server
Enterprise Manager

Microsoft SQL Server
Enterprise Manager

Recovery model | Simple Simple Full
Installation Low Medium High

effort

Monitoring effort | Medium Medium Medium
Backup Disk Disk or Tape Tape or disk
destination
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Full Backup and

Backup Type Only Full Backup Full Backup Transaction Log Backup
Automatic file Yes Yes No

backup

Complexity Low Medium High

D Note

SAP Business One Product Support only accepts backups on destination disks. If you
back up on tape, you must first restore it from there, and back it up again, using a
destination disk, prior to sending it to SAP Support.

6.1.4.3. Troubleshooting Backups

To ensure that your database backups are successful, check your server at regular intervals. Ensure
that you have enough disk space on the server on which your database is stored. If you store your
backup on another server, check that there is enough free space.

The basic checks include:

e Drive space

e Disk subsystem errors

e Tape drive errors

e Event Viewer

e Regular evaluation of your recovery and restore process
Procedure

1. To check the disk space, proceed as follows:

a. In Microsoft Windows Explorer, right-click Hard Disk Drivers and choose Properties. The
Properties window appears.

b. Check the free space on your hard disk.

The free space you need on your hard disk depends on the volume of data you process
each day.

Depending on the disk system and the tape drive, scan for disk errors at regular
intervals. For more information, see your tape drive documentation.

2. To check if errors occurred in the operating system or in the database server, proceed as
follows:

a. Choose Start — Control Panel — Administrative Tools — Event Viewer.

= Events that occur in the system are stored in three different logs. Within these
logs, events are classified as type: Information, Warning, or Error.

= Events that occur within the database server are stored in the Application folder.
In the Source column of the application log, you can see the source application for
a specific event.
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b. Double-click an event to display more information.
c. Inthe Application Log, look for error events that may indicate backup failures.

If you perform network backups, look for network errors in the System and Application
logs.

6.1.5. Restore

If a failure damages the system, restoring the database restores the integrity of the data in most
cases. ldeally, the downtime of the system will be minimal and no data should be lost. Develop a
restore strategy that considers the maximum downtime allowed for your system, and estimate how
much time you need to react to a system failure. Analyze the problem and take appropriate measures.

You may be required to change hardware or reinstall the operating system before restoring your
database.

Ensure that an employee familiar with the restore procedures is available at all times. Testing of the
restore procedures improves the chances of a successful and fast recovery of your data. We
recommend doing test backups and test restores at regular intervals.

Restore the database in the following situations:
e Hardware failure
e Migration to a new hardware
e Logical errors
e Virus

e Testing

6.1.5.1. Restore Checklist

The steps below comprise a general procedure for restoring data. You may find that you do not need
to perform each step for your particular case.

1. Analyze the problem.

2. |If possible, save the current active transaction log.

g Note

If the database fails, but SQL Server is still available, the transaction log contains data
that has not been saved yet. You can save it only if the following are not damaged:

= Hard disk on which the transaction log is saved

= Hard disk on which the executable files are located

If you cannot save the transaction log, you can only restore the changes that occurred after the
backup of the last transaction log.

Use the necessary hardware.
Configure your database server.
Restore your last full backup.
Restore the transaction log.

Test all executed measures.

© N o 00 B~ W
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6.1.5.2. Saving the Current Transaction Log

CAUTION

Before you start the restore process, verify that the installed service pack has not
changed since the time of the backup.

Procedure

1. Insert a new tape and, to open SQL Server Management Studio, choose Start — All Programs
— Microsoft SQL Server 2005 or Microsoft SQL Server 2008 — SQL Server Management
Studio.

2. Select the relevant database, right-click it, and choose the New Query menu.
3. Inthe Query window, run the following command:
BACKUP LOG <sid> TO <tape> WITH NO_TRUNCATE, FORMAT
Where:
<sid> = name of the database, for example, sbodemo_us
<tape> = your backup tape name (case sensitive)

4. After saving the transaction log file, you can change any damaged hardware and, if necessary,
reinstall your operating system and your SQL Server database, as described in Installing SAP
Business One.

5. Restore your last full database backup.

The database is now in the same condition as it was when the backup was carried out. After
you restore the transaction logs, finished transactions are applied to the database again.

6. Perform a roll forward until the end of the transaction log.

The database is now in the same condition as it was at the time of the last transaction log
backup. Because this condition is not consistent, perform a rollback for all unfinished
transactions.

The <msdb> database stores the history of backups and of restore operations in the backup set
and backup file of the tables. If the msdb database is available, the recovery is based on the
saved history in msdb. For information, see Restoring Data when msdb is Available.

If the system database msdb is not available, you have to restore it and reconstruct the history.
For information, see Restoring Data when msdb is Unavailable.

B Recommendation

To ensure a successful restore operation, you can test the restore process against a test
database. If you use the transaction log file, we recommend testing all procedures
thoroughly.

6.1.5.3. Restoring Data when msdb is Available

This procedure provides instructions for restoring your database when the database msdb is available.
When you use the history function, the last backups are selected automatically.

Procedure
1. To enable the system to restore the database, close SAP Business One.

2. Tolaunch SQL Server Management Studio, choose Start — All Programs — Microsoft SQL
Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.
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Right-click the required database and choose Tasks > Restore > Database.

A list of performed backups appears. The last full backup and the subsequent transaction log
backups are selected automatically.

In the Restore Database window, on the Options tab, select the following options:
o Overwrite over existing database
To overwrite the existing database, select this option.
o Preserve the replication settings

o Prompt before restoring each backup

Prompt the user before restoring each backup to prevent a user from inadvertently
restoring a backup.

o Restrict access to the restored database

o Restore database file as

In the Restore As column, change the path name if you are restoring the database on a
different server.

To confirm, choose the OK button.

The system starts the database restore process.

Wait until the following message is displayed:

Restore of Database <databasename> completed successfully.

SQL Server copies the data from the backups, restoring the database and creating all dependent files.

6.1.5.4. Restoring Data when msdb is Unavailable

This section provides instructions for restoring your database when the history in the database
<msdb> is not available, for example, after you reinstall SQL Server. For this procedure, you need
your last full backup and all subsequent backups of the transaction log.

Procedure

1.
2.

N g &

To enable the system to restore the database, close SAP Business One.

To launch SQL Server Management Studio, choose Start — All Programs — Microsoft SQL
Server 2005 or Microsoft SQL Server 2008 — SQL Server Management Studio.

Create a new database as follows:

a. Right-click the Databases folder and choose Tasks - Restore > Database.

The Restore Database window appears.

b. Specify a name for your new database (the name of your company in SAP Business
One).

Right-click the new database and choose Tasks - Restore - Database.
Select the Restore: From Device option and choose the Browse button.
In the Specify Backup window, choose the Add button.

In the Locate Backup File window, locate and select the file containing your last full backup.
Choose the OK button.
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8. In the Specify Backup window that opens, locate and select the file containing your last full
backup.

Choose the OK button.

9. Inthe Restore Database window, select the required back sets and on the Options tab make the
following settings:

o Select the Overwrite the existing database checkbox.

o Under the Restore As column, change the path, if necessary, for example, if you are
restoring the database on a different server where the path name does not exist.

o Inthe Recovery completion state area, select the descriptor Leave database non-
operational but able to restore additional transaction logs.

Choose the OK button. The system starts restoring the database.

10. Wait for the following message:
Restore of Database <sid> completed successfully.

Continue to the procedure for restoring transaction logs.

6.1.5.4.1. Restoring Transaction Logs
Procedure
1. Right-click the database you want to restore and choose Task - Restore - Transaction Log.
2. Select the Restore: From Device option and choose the Browse button.
3. Inthe Specify Backup window, choose the Add button.
4

In the Locate Backup File window that appears, locate and select the file containing your last full
backup.

Choose the OK button, and do the same in the Specify Backup window that opens.
5. Inthe Restore Database window, on the Options tab, make the following settings:
o Select the Overwrite the existing database.

o Inthe Recovery completion state area, choose the option Leave database not
operational but able to restore additional transaction logs.

o Choose the OK button.

The system starts to restore the database.
6. Repeat this procedure for all transaction logs.

When you reach the last transaction log, in the Recovery Completion State pane, select the option:
Leave database operational. No additional transaction log can be restored.

6.1.5.5. Troubleshooting Restore
The only way to verify that you can do so is to regularly restore backups using the same medium that
you would use in disaster recovery.

B Recommendation

At regular intervals, perform the procedures that would take place in case of a disaster,
including the restore process of full and transaction log backups.
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6.2. Data Transfer Workbench for SAP Business One

SAP Business One implementations require you to move data from legacy systems to the new SAP
Business One system. Business data (such as customers, vendors, and products) must be available in
the new system before it goes live.

Data Transfer Workbench provides a wizard that imports new data into SAP Business One and
updates existing data. To simplify the preparation of data for the import, SAP provides predefined data
file templates. Data Transfer Workbench records import activities so you can track the data migration
process.

For more information, see the Data Transfer Workbench online help file in the document resource
center at http://service.sap.com/smb/sbo/documentation.

The data migration process comprises the following tasks:
1. Extracting data files from your legacy system
2. Cleaning data
3. Mapping data and converting data
4. Importing data into SAP Business One
5

Checking the results of the import

6.3. Stored Procedures

The stored procedures listed below are all used in the SAP Business One 8.8 application. The first
table is for the SBO-Common database and the second one is for the company database.

[
CAUTION

You must not rename or remove any of the items in the list; otherwise, errors could occur
when running SAP Business One.

SBO-Common Database Procedures

SBO- Common Procedures ‘

ClearEnumValues

DeleteAllIEnumsAndClasses

DeleteAllObjects

DeleteAllPropertyDefs

DeleteClassDef

DeleteDependentProperties

DeleteEnumType

DeleteMetaObject

DeleteMetaProperty

DeleteMetaRelation

DeletePropertyDef

InsertClassDef
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SBO- Common Procedures ‘

InsertClassDefld

InsertEnumType

InsertEnumTypeld

InsertEnumValue

InsertMetaObject

InsertMetaProperty

InsertMetaRelation

InsertPropertyDef

InsertPropertyDefld

NumberPropertyDefs

NumberRelations

OBSSp_GetNextExecFromSchedule

OBSSp_GetServiceRecord

OBSSp_UpdateScheduleRecord

OBSSp_UpdateServiceExec

RGSp_Updatelnstance

RGSp_UpdateLicense

TmSp_AliasUpdate

TmSP_CheckDiskSpace

TmSp_CopyCompany

TmSp_GetCompList

TmSP_GetDbSizeByDrives

TmSp_GetServerTime

TmSp_GetUsers

TmSp_Installer_CreateTmSp

TmSp_Installer_SetFieldValue

TmSp_RefreshCompList

TmSp_RestoreCompany

UpdateClassDef

UpdateEnumType

UpdateMetaObject

UpdateMetaProperty

© SAP AG 2009

121



Administrator's Guide

SBO- Common Procedures ‘

UpdateMetaRelationSegNo

UpdatePropertyDef

UpdatePropertyDefSeqNo

ClearEnumValues

DeleteAllIEnumsAndClasses

DeleteAllObjects

DeleteAllPropertyDefs

DeleteClassDef

DeleteDependentProperties

DeleteEnumType

DeleteMetaObject

DeleteMetaProperty

DeleteMetaRelation

DeletePropertyDef

InsertClassDef

Company Database Procedures

Company Database Procedures ‘

_TmSp_AliasUpdate_ OUSR

_TmSp_AliasUpdateAfter

_TmSp_AliasUpdateBefore

_TmSp_ControlAccountUpgrade_ OCRD

_TmSp_ConvertGrpLine_ OACT

_TmSp_ExpnsUpdateOnDocs

_TmSp_FormattedSearchUpdate

_TmSp_MthDate Update_JDT1

_TmSp_RestorelsCommited_OIBT

_TmSp_SetCategoryAtOFPR

_TmSp_SetLineNumAtADO3

_TmSp_SetLineNumAtDOC3

_TmSp_SetLineNumAtDOC5

_TmSp_SetlLineSegAtDOC4
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Company Database Procedures ‘

_TmSp_SetLineSegAtPMN5

_TmSp_SetUniqueDocEntryAtOCRD

_TmSp_ShekelUpdate

_TmSp_UpdateCreateDateOnOINM

_TmSp_UpdateDoubleName

_TmSp_VariableUpdate_ OUQR

_TmSp_VatSumCalc

SBO_SP_PostTransactionNotice

SBO_SP_PostTransactionSupport

SBO_SP_TransactionNotification

SBO_SP_TransactionSupport

TmSp_adding_To_OITW

TmSp_AddSqlUser

TmSp_ChooseCIN4Correction

TmSp_ChooselNV4Correction

TmSp_ConGrpLine_OACT_recurs

TmSp_ConvertGrpLine_ OACT

TmSp_CorrActReport

TmSp_CorrActReport_BP

TmSp_CorrActReport_ BP_Split

TmSp_CorrActReport_Split

TmSp_DragOn

TmSp_DragOnPk

TmSp_FifoGetINM_Records

TmSp_GetDocVatTotals

TmSp_GetMaxRange

TmSp_GetOpenRCTs

TmSp_GetOpenRINs

TmSp_GetUsers

TmSp_GetWDD

TmSp_Installer_SetFieldValue

TmSp_OpportAnalysis
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Company Database Procedures ‘

TmSp_OpportAnalysis_CRD

TmSp_OpportAnalysis_ITM

TmSp_OpportAnalysis_SLP

TmSp_OutboxSync

TmSp_PicknPackCreateTempTable

TmSp_Purch_An_Crd_Det_Y

TmSp_Purch_An_Crd_Grp_M

TmSp_Purch_An_Crd _Grp_Y

TmSp_Purch_An_Crd_Sng_M

TmSp_Purch_An_Crd_Sng_Y

TmSp_Purch_An_Itm_Det_Y

TmSp_Purch_An_Itm_Grp_M

TmSp_Purch_An_Itm_Grp_Y

TmSp_Purch_An_Itm_Sng_M

TmSp_Purch_An_Itm_Sng_Y

TmSp_Purch_An_SIp_Sng_M

TmSp_Purch_An_SIp_Sng_Y

TmSp_RebuildAcctMatch

TmSp_RebuildMatchHistory

TmSp_Replace_Table

TmSp_Sales_An_Crd _Det_ Y

TmSp_Sales An_Crd_Grp_M

TmSp_Sales_An_Crd_Grp_Y

TmSp_Sales An_Crd_Sng_M

TmSp_Sales_An_Crd_Sng_Y

TmSp_Sales_An_Itm_Det Y

TmSp_Sales An_Itm_Grp_M

TmSp_Sales_An_Itm_Grp_Y

TmSp_Sales_An_Itm_Sng_M

TmSp_Sales_An_Itm_Sng_Y

TmSp_Sales_An_SIp_Sng_M

TmSp_Sales An_Slp_Sng_Y
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Company Database Procedures ‘

TmSp_SetBalanceByJdt

TmSp_SetBgtAccumulators_ByJdt

TmSp_SetGIStamp

TmSp_SetVendorDeductPercent

_TmSp_AliasUpdate_ OUSR

_TmSp_AliasUpdateAfter

_TmSp_AliasUpdateBefore

_TmSp_ControlAccountUpgrade_ OCRD

_TmSp_ConvertGrpLine_OACT

_TmSp_ExpnsUpdateOnDocs

_TmSp_FormattedSearchUpdate

_TmSp_MthDate Update_JDT1

_TmSp_RestorelsCommited_OIBT

_TmSp_SetCategoryAtOFPR

_TmSp_SetLineNumAtADO3

_TmSp_SetLineNumAtDOC3

_TmSp_SetLineNumAtDOC5

_TmSp_SetLineSegAtDOC4

_TmSp_SetLineSegAtPMN5

_TmSp_SetUniqueDocEntryAtOCRD

_TmSp_ShekelUpdate

_TmSp_UpdateCreateDateOnOINM

_TmSp_UpdateDoubleName

_TmSp_VariableUpdate_ OUQR

_TmSp_VatSumCalc

SBO_SP_PostTransactionNotice

SBO_SP_PostTransactionSupport

SBO_SP_TransactionNotification

SBO_SP_TransactionSupport

TmSp_adding_To_OITW

TmSp_AddSqlUser

TmSp_ChooseCIN4Correction
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Company Database Procedures ‘

TmSp_ChooselNV4Correction

TmSp_ConGrpLine_OACT_recurs

TmSp_ConvertGrpLine_ OACT

TmSp_CorrActReport

TmSp_CorrActReport_BP

TmSp_CorrActReport_BP_Split

TmSp_CorrActReport_Split

TmSp_DragOn

TmSp_DragOnPk

TmSp_FifoGetINM_Records

TmSp_GetDocVatTotals

TmSp_GetMaxRange

TmSp_GetOpenRCTs

TmSp_GetOpenRINs

TmSp_GetUsers

TmSp_GetWDD

TmSp_Installer_SetFieldValue

TmSp_OpportAnalysis

TmSp_OpportAnalysis CRD

TmSp_OpportAnalysis_ITM

TmSp_OpportAnalysis_SLP

TmSp_OutboxSync

TmSp_PicknPackCreateTempTable

TmSp_Purch_An_Crd_Det_Y

TmSp_Purch_An_Crd_Grp_M

TmSp_Purch_An_Crd_Grp_Y

TmSp_Purch_An_Crd_Sng_M

TmSp_Purch_An_Crd_Sng_Y

TmSp_Purch_An_Itm_Det_Y

TmSp_Purch_An_Itm_Grp_M

TmSp_Purch_An_Itm_Grp_Y

TmSp_Purch_An_Itm_Sng M
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TmSp_Purch_An_Itm_Sng_Y

TmSp_Purch_An_SIp_Sng_M

TmSp_Purch_An_SIp _Sng_Y

TmSp_RebuildAcctMatch

TmSp_RebuildMatchHistory

TmSp_Replace_Table

TmSp_Sales An_Crd Det Y

TmSp_Sales An_Crd_Grp_M

TmSp_Sales An_Crd_Grp_Y

TmSp_Sales An_Crd_Sng_M

TmSp_Sales_An_Crd_Sng_Y

TmSp_Sales_An_ltm_Det_Y

TmSp_Sales_An_Itm_Grp_M

TmSp_Sales_An_Itm_Grp_Y

TmSp_Sales An_Itm_Sng M

TmSp_Sales An_Itm_Sng_Y

TmSp_Sales_An_SIp_Sng_M

TmSp_Sales_An_SIp_Sng_Y

TmSp_SetBalanceByJdt

TmSp_SetBgtAccumulators_ByJdt

TmSp_SetGIStamp

TmSp_SetVendorDeductPercent

TmSp_UpdatingOIT
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6.4. Getting Support

We recommend that you assign a contact person who can deal with issues concerning SAP Business
One. This contact person should follow the support process described below. If a problem cannot be
solved using this process, contact SAP support.

ke vote
Before you contact SAP support, check the version information of your SAP Business
One application.

To view the version number, from the SAP Business One Help menu, choose About.
You can get support from your partner using either the Customer Portal or the Hotline.

The Hotline is a number provided by your partner that you can call to get support during official
support hours. The partner support staff logs the problem on SAP Service Marketplace. The partner
support staff try to solve your problem. If they are unsuccessful, they forward the problem to the SAP
Support team.

B Recommendation

You can log your problem message in SAP Business One Customer Portal at
http://service.sap.com/smb/sbocustomer/documentation. This lets you track the status of
the message. Your SAP Business One partner can provide a user name for this portal.
There you can find more information about how to create a message and track its status.

6.4.1. Using Online Help and SAP Notes
If you have a question or problem concerning SAP Business One, check the online help.
If that does not provide an answer, search for corresponding SAP Notes, as follows:
Procedure

1. Log on to the SAP Business One portal as follows:

o If you are a partner, log on to https://service.sap.com/smb/sbhosupport

o If you are a customer, log on to https://service.sap.com/smb/sbocustomer.

2. Choose the SAP Notes option.

You can either display a Note directly by providing the number of the Note, or you can search
for a Note by entering key words. Think about the keywords to use, and choose the application
area.

The application area for SAP Business One starts with “SBO”.

B Recommendation

The following example illustrates the difference between a usable and an unusable
search.

Problem Message

“The performance of the SAP Business One program is not
acceptable. Executing all operations takes a long time. The
problem occurs only on one front-end.”

Use: Key words Performance and SAP Business One. Specify the component SBO-BC*.

Do not use: Phrases such as SAP Business One runs long or SAP Business One is too
slow.
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6.4.2. Using the Support Desk

You can use the support desk to search for known solutions in the SAP support database on SAP
Service Marketplace. The support desk establishes a direct link to SAP Service Marketplace, which
stores all the known solutions to known problems.

For more information, see the online help for SAP Business One on the SAP Business One product
DVD or in the document resource center at https://service.sap.com/smb/sbocustomer.

Prerequisites
You have a valid S user ID number.

An S user has authorization to access online support functions offered by SAP. The S user ID
information is shipped with the SAP Business One product. If this information is missing or incorrect,
contact your SAP Business One partner.

Procedure
To find solutions on SAP Service Marketplace, proceed as follows:
1. From the SAP Business One Main Menu, choose Help - Support Desk = Find a Solution.
The Support Desk — Find a Solution window appears.
2. Inthe Search Term field, enter one or more words for which to search.
You can search for key words or phrases of up to 60 characters.

3. Choose the Find button.
The system calls up the connection to SAP Service Marketplace.

4. Specify your S-user 1D and password.

The system defaults your search criteria and the application area to SBO* and starts the search.
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7. Managing Security in SAP Business One

Your security requirements are not limited to SAP Business One, but apply to your entire system
landscape. Therefore, we recommend establishing a security policy that addresses the security issues
of the entire company. This section offers several recommendations to help you meet the security
demands of SAP Business One.

Your security solution should cover the following aspects:

e Technical Landscape: Provides an overview of the technical components and communication
paths used in SAP Business One.

e User Management and Authentication: Provides system access to legitimate users only and
prevents identity impersonation.

e Database Authentication: To improve the security of database access, a strong password
definition mechanism is introduced.

e Data Integrity: To improve data integrity in the database, a new setting is defined to allow
specified SAP Business One users to run read-only queries on the company database through
SAP Business One's query editors.

e SAP Business One Authentication and Authorization: Describes how to restrict access to the
SAP Business One database.

e Network Security: Supports your communication needs without allowing unauthorized access to
your network.

e Application Security: Restricts access to users with the necessary permissions.

e Security Solutions for Microsoft SQL Server and Database Tips: Provides recommendations for
ensuring the security of Microsoft SQL Server.

o Data Storage Security: Provides recommendations for secure data storage in SAP Business
One.

Once you have established your security policy, we recommend that you dedicate sufficient time and
allocate ample resources to implement it and maintain the level of security that you require.

7.1. Technical Landscape

Figure 4 below is a representation of the security workflow for SAP Business One.

In SAP Business One 8.8, database credentials are saved in the license server, which server as the
security server.

Database credentials are obtained by supplying SAP Business One logon credentials for
authentication against the license server. Upon successful authentication, the connection to the
databases can be established using database credentials from the license server.
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Figure 6: SAP Business One Security Landscape

7.2. User Management and Authentication

This subsection provides an overview of how SAP Business One supports an integrated approach to
user administration and authentication.

7.2.1. User Management

This section provides an overview of user types and user administration within SAP Business One.

7.2.1.1. User Types

It is necessary to specify different security policies for different types of users. For example, your
policy may specify that individual users who perform tasks interactively have to change their
passwords on a regular basis, but not users who process job runs. Therefore, SAP classifies these
types of users in the application as follows:

e Site user:

This user is automatically defined in SAP Business One. It is not a company user type that can
log on to SAP Business One, but serves as site-level authentication for performing the following
activities:
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o Creating new companies

o Installing or upgrading SAP Business One server

o Importing or exporting the license configuration file

o Assigning read-only users

o Configuring security settings on the license server

o Registering databases on the license server

In SAP Business One, the privileged user types are the following:

e SAP Business One company superusers

When you create a company, a predefined user named manager exists in the system. Because
of the password policy, you must change the password of the manager user at the first logon.

The responsibilities of a superuser entail:

o Defining users in companies and setting user permissions

o Configuring password policy at the company level

o Upgrading a company

e SAP Business One company regular users

You can define company regular users according to different business role requirements.

The responsibilities of a regular user are to perform the relevant business work in the SAP

Business One application.

7.2.1.2.

User Administration

This section describes how to add, remove, or lock an SAP Business One user in the application.

e To add a user in SAP Business One, proceed as follows:

a. Inthe SAP Business One Main Menu, choose Administration — Setup — General —

Users.

b. Inthe Users - Setup window, click in the toolbar and specify the required user-

specific data.

Users - Setup

@ Superuzer

Uzer Codse
Uzar Marne
E-Mail

Mobile Phone
Fax

Drefaults
Branch
Crepartrient

Passward

D Prazsword Mever Expires

| —1

Cancel

Eli

?
Principal -
Genaral >

EEEE | |

© SAP AG 2009

132



Administrator's Guide E!?

c. Choose the Update button and then the OK button.
e Toremove a user in SAP Business One, proceed as follows:

a. Inthe SAP Business One Main Menu, choose Administration —» Setup — General —
Users.

b. Inthe Users - Setup window, in the User Code field, enter an asterisk (*) and in the
Choose From List window, select the user you want to delete.

c. Right-click anywhere in the window and choose Remove.

Users - Setup -

Superuzer

Uzer Codse Eli

zer Marme &
E-Mail

Mobile Phone

Fax

Drefaults

Eranch Principal -
Departrient Genaral >
Password i il
I:‘ Prazsword Mever Expires

[ Locked

[ Ok I | Cancel J

d. Choose the OK button.
e Tolock or unlock a user in SAP Business One, proceed as follows:

a. Inthe SAP Business One Main Menu, choose Administration — Setup — General —
Users.

b. Inthe Users - Setup window, in the User Code field, select the user you want to lock or
unlock.

Users - Setup i

Superuser

zer Code Eli

et Marne E 1l -]
E-Mail

Mabile Phone

Fax

Defaults

Branch Prirucipal *
Departrnent Gerer al >
Passwaord b [
I:‘ Paszword Mewver Expires

| [ Locked |

[ Ok I | Cancel J

c. Inthe Users —Setup window, do the following:
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=  Tolock a user, select the Locked checkbox.

®  To unlock a user, deselect the Locked checkbox.

7.2.2. User Authentication

As standard practice, SAP Business One and the database authenticate users by their user accounts
and passwords.

You can change your password at any time. In addition, the application checks the password validity
of each logon attempt according to the selected security level.

If you are required to change your password, the application displays the Password Expiration
window. You must change the password to log on.

The new password must comply with the settings of the selected security level, containing at least:
e X characters
e X lowercase
e X uppercase
o Xxdigits
e X non-alphanumeric
An example password is displayed.

The application saves passwords in the database in encrypted form. The last n passwords are also
encrypted. When appraising a new password, the application first encrypts it and then compares it
with the saved ones.

The password policy defines global guidelines and rules for password settings, such as the following:
e Time interval between password changes
e Required and forbidden letters and characters
e Minimum required number of characters
¢ Number of logon attempts before the system locks the user account

The password policy improves the security of SAP Business One and enables administrators to apply
the required security level for their organization.

g Note

Only a superuser can change a security level.

SAP Business One supports the following approaches to raising the security level of user
authentication:

¢ Increase the complexity of the password.
¢ Increase the frequency of password changes.

For information about how to configure it in SAP Business One, see the online help document:
Password Administration. You can find the online help documentation in SAP Channel Partner Portal
at http://channel.sap.com/sbo/documentation.

Customers can find the document in SAP Business One Customer Portal at
http://service.sap.com/smb/sbocustomer/documentation. .
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7.3.

Database Authentication

The default user name of the database administrator is sa and it has full authorization. Therefore, you
must assign a strong sa password, even on servers that are configured to require Microsoft Windows
Authentication. This ensures that a blank or weak sa password is not exposed.

A strong password is the first step to securing your system. A password that can be easily guessed or
compromised using a simple dictionary attack makes your system vulnerable. A strong password has
the following characteristics:

Contains alphabetic, numeric, and special characters
Is at least seven characters in length

Is NOT a common word or hame

Does NOT contain a name or user name

Is significantly different from previous passwords

To set the password for the sa logon, proceed as follows:

1.
2.

Log on to the server as a Domain or local Windows Administrator.

From Microsoft Windows, choose Start — Programs — Microsoft SQL Server 2005 or Microsoft
SQL Server 2008 — SQL Server Management Studio. Upon first logon, in the Connect to
Server window, enter the server name (if required) and under Authentication, select Windows
Authentication.

e note
SAP recommends that you create another super user account with the same
authorization as the sa user.

In the Object Explorer window, under the SQL Server instance, expand Security > Logins.
Right-click sa and choose the Properties menu.

On the General page, enter and confirm the new password for the sa login.

Choose the OK button and close the SQL Server Management Studio window.

CAUTION

To prevent dictionary attacks, you should create a substitute user for sa that can take
daily responsibility for the SQL Server database assessment.

For more information, see Changing the sa Login Password and Creating an Alternative
User.

To create a superuser account for maintaining administration tasks for SAP Business One, proceed as

follows:
1. From Microsoft Windows, choose Start — Programs — Microsoft SQL Server 2005 or Microsoft
SQL Server 2008 — SQL Server Management Studio.
2. Inthe SQL Server Management Studio Object Explorer window, choose Security — Logins.
3. Right-click the Logins folder and choose New Login. The Login - New window appears.
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4. On the General tab, select SQL Server authentication and enter a strong password.
5. On the Server Roles tab, select dbcreator and securityadmin.

6. On the User Mapping tab, select the db_owner role for all SAP Business One databases (SBO-
COMMON and all companies), and select the publ ic role for the <msdb> database.

Choose the OK button.

7.4. Data Integrity

To improve data integrity in the database and ensure that no changes to the database are made
during the running of the application, a setting is defined to allow specified SAP Business One users to
run read-only queries on the company database through SAP Business One's query editors. Queries
can be restricted to read-only statements. This means user permissions are read only for SQL
executions, and querying the database would be done using a read-only user.

7.4.1. Setting Read-Only User Permissions

To prevent any user with access to the query generator from performing any commands on the SAP
Business One company database, you can limit Query Generator to read-only queries. You can use
the read-only db user feature to enable it.

g Note
Adding read-only users is irreversible. Changing the type of such a user in the database
leads to errors in SAP Business One.

To create or maintain read-only user permissions in SAP Business One, proceed as follows:

1. To create a new user in the SQL Server database, choose Start — All Programs — Microsoft
SQL Server 2005 or Microsoft SQL Server 2008.

In the Connect to window, specify values in the Server name and Authentication fields, and then
choose the Connect button.

2. In Microsoft SQL Server Management Studio, choose Security — Login, right-click the Login
folder and choose New Login.

3. Inthe Login-New window, on the General tab, specify a name for the read-only user you want
for the SQL Server database.

4. On the User Mapping tab, do the following:

a. Inthe Users mapped to this login table area, select the Map checkbox for SBO-
COMMON and the company databases.

b. In the Database role membership for: SBO-COMMON table, select the following
checkboxes:

= db_datareader

= db_denydatawriter

CAUTION

If you select the db_writer checkbox, you then cannot set a read-only user in SAP
Business One.

c. Inthe Users mapped to this login table area, select the company database which you
want to assign the read-only user and perform step b again.
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10.

11.

D Note

The read-only user can only be applied to new companies which are created later on.
Log on to SAP Business One with a super user.

To access the Read-Only DB User window, in the SAP Business One Main Menu, choose
Administration — Setup — General — Security — Read-Only DB User.

In the Site User Logon window, specify the site user password and choose the OK button.

In the Read-Only DB User window, specify values in the DB User ID and DB Password fields.

Read-Only DB User

Enter user ID and password of read-only DB user
DE User ID |
DB Paszword Hedotck

I Ok I | Cancel |

Choose the Update button, and then choose the OK button.

To set the permission, choose Administration — System Initialization — Authorizations —
General Authorizations.

In the Authorizations window, do the following:

a. Choose Reports —» Query Generator — Execute Non-select SQL Statement.

© SAP AG 2009

137



Administrator's Guide E!?

b. In the Authorization dropdown list, choose No Authorization for the read-only user.

Authorizations —Ox
Hi Find I
el Subject | Authorization
mor " ~ T
* Reports Warious Authorizations |
.readonl\,r F Sales and Purchasing Full Authorization -
W Query Generator Warious Authaorizations el
Maw Querizs Full Authorization -
Create/Edit Categories Full Authorization =
Saved Queries - Group Ma, 1 Full Authorization -
Saved Queries - Group Ma, 2 Full sutharization o
Saved Queries - Group Mo, 3 Full Authorization ki
Saved Queries - Group Mo, 4 Full Authorization b
Saved CQueries - Group Mo, & Full Authorization -
Saved Queries - Group Mo, b Full sutharization o
Saved Queries - Group Ma, 7 Full Authorization -
Saved Queries - Group Mo, & Full Authorization =
Saved Queries - Group Ma, 9 Full Authorization -
Saved Queries - Group Ma, 10 Full autharization hd
Saved Queries - Group Mo, 11 Full Authorization b
Saved Queries - Group Mo, 12 Full Authorization b
Saved Queries - Group Mo, 13 Full Authorization -
Saved Queries - Group Mo, 14 Full sutharization b
Saved Queries - Group Mo, 15 Full Authorization -
Saved Queries - Group Mo, 16 Full Authorization ol
Saved Queries - Group Mo, 17 Full Authorization -
Saved Queries - Group Mo, 18 Full autharization hd
Saved Queries - Group Mo, 19 Full Authorization b
Saved Queries - Group Mo, 20 Full Authorization b
Execute Mon-select SQL Staterment Mo Authorization il
Modify SCL Staternent Full Autharization bt
Mo suthaorization
Mawx, Dizcount 100,00 | Expand | | Caollapse |
[ Max. Cash Total
[7] Use Encryption Full Autharization | | Read Only | | Mo Autharization |
l K I | Cancel J
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7.4.2. Registering New Databases in SAP Business One

SAP Business One now allows registering new databases only from the license server.
¥,
CAUTION

The license server should not be accessible physically to any users except the people
who own the site user password.

Keep the license server machine in a place not easily accessed by anyone.

To register new databases, proceed as follows:
1.

To open SAP Business One Service Manager, choose Start — All Programs — SAP Business
One — Server Tools — Service Manager.

In the SAP Business One Service Manager window, in the Service dropdown list, select License
Manager.

Choose the Settings button.

‘v SAP Business One Ser

SErver: IF"I.I'GDSEIEIS???SF'.

Service: ILicense [Manager - I

[ Start when operating swstem starts
b | n | [ | |
Sthedule Il Settings I Cu:unneu:ti-:unl [atabase I
oK |

In the General Settings window, choose the Configure Security button.

3.
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General Settings ]|

— Connection

License Server: |WGDEDDE???5.-'3-.

Part Mumber: |3nnun St
— Settings
System Humber; I
Installation Mumber: I LI
Hardware Kew: I
[T Shite tollog

— Import Licenze File

Licenze File: I

Impart Lizense e |

Eanfigure Secuirity | [ |

Cancel |

4. Inthe Validate Site User Password window, specify the site user password. Choose the OK

button.

Validate Site User Password

Site Username |ElSiteUsar

Site Password ||

Change Site Password | | K I

Cancel

5. In the Connection Settings window, specify the following fields:

o DB Type: From the dropdown list, select your database server type.

o DB Server: Specify the database server name or the IP address of the database server.

[/
CAUTION

Make sure that the server name does not contain any of the following special characters:

™ u&n
n n<u
n n>u

™ wm

© SAP AG 2009

140



Administrator's Guide

Make sure to align the computer name with the name format of your license server. To
check or correct your computer name, proceed as follows:

i
ii.
iii.
iv.

V.

Choose Start — Control Panel — System.

In the System Properties window, select the Computer Name tab.
In the Computer description field, check the computer name.

To correct the computer name, choose the Change button.

In the Computer Name/Domain Changes window, enter a new name for the
machine and choose the OK button..

o DB Username: Specify the user ID of the database.

o DB Password: Specify the password of the database.
Choose the OK button.

Connection Settings x|

DB Type:
DB Server:

DB Usemname |

DB Paszward |

l ﬂ Fremove |

[T Use Trusted Eonnection

| k. I Cancel

Wi
CAUTION

We recommend that you not select the Use Trusted Connection checkbox to use the
Microsoft NT authentication, because it is much weaker than SQL Server authentication

mode.

Be aware of the following limitations of Windows NT authentication:

Windows NT-trusted in SAP Business One is a server level configuration: all
users on the same SAP Business One server can use NT-trusted to connect to
SQL Server if the checkbox is selected.

You have to maintain each machine to be added to the domain for NT-trusted
authentication mode, while SQL Server database authentication shares the
database user (such as sa) on the same SAP Business One server.

For more information about configuring trusted connections, see Troubleshooting
Security.
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7.5. SAP Business One Authentication and Authorization

SAP Business One has introduced a mechanism to protect the database from easy changes through
direct access.

The advantages of restricting access to the SAP Business One database are:

e End users are not exposed to database credentials and so cannot change the databases
directly, which protects the databases from being changed or attacked.

e Database credentials are stored in the license server and end users can access the database
only after the application performs a successful site user authentication through the license
server.

7.5.1. Restricting Access to the SAP Business One Database

SAP Business One has a function that hides database access credentials from SAP Business One
end users.

In SAP Business One 8.8, the license server is the central repository for credentials information,
including the database user ID and password (one for all SAP Business One users).

The database credentials are stored safely in the license server, with additional encryption.
The workflow procedure is as follows:

1. Database consumers such as SAP Business One client, DI, and Services have to provide the
SAP Business One credentials (SAP Business One user ID and password) to authenticate
against the license server.

2. Following successful authentication, the license server supplies its credentials and SAP
Business One uses them to connect.

7.6. Network Security

We strongly recommend using SAP Business One in trusted environments only (corporate LAN with
firewall protection).

7.6.1. SSL Encryption

To secure the TCP/IP communication channel between the database client and the database server,
you can implement SSL encryption. The advantage of applying security communication is that it
prevents SAP Business One application data, including the database credentials, from being exposed.

SAP Business One fully supports SQL SSL. We recommend that you implement SSL in SAP Business
One without making configuration changes in SAP Business One. For more information, see
http://support.microsoft.com/kb/316898 or contact your IT administrator.

D Note

Using SSL encryption may degrade network performance. The SSL encryption solution
for Microsoft SQL Server requires a certificate, which is time limited and needs yearly
renewal.

For information about Microsoft SSL encryption guidelines, see www.msdn.microsoft.com and search
for the following topics:

e Net-Library Encryption

e Client Net-Libraries
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7.6.2. Communication Channels
TCP provides the communication channels between the following:.

e SAP Business One server & SAP Business One clients
e SAP Business One server & SAP Business One license server

e SAP Business One server < the agent of remote support platform for SAP Business One
The default communication port is 1143.

The default port of the SAP Business One license server is 30000 for license communication and
30001 for the license naming service.

7.7. Application Security

SAP Business One provides features to ensure that unauthorized access to the application does not
occur.

7.7.1. Password Encryption

In SAP Business One, a strong algorithm is used for data encryption and decryption. The site user ID
and password are encrypted and saved on the license server.

D Note

You should set a site user password which is at least as strong as that defined in
company password policy, and change it frequently.

The site user password can be changed through a License Manager configuration, providing a
previous password or authenticating the database credentials to prove that whoever is changing the
site password is at least at a database administration level.

To change the site user password, proceed as follows:

1. To open SAP Business One Service Manager, choose Start — All Programs — SAP Business
One — Server Tools — Service Manager.

2. Inthe SAP Business One Service Manager window, in the Service dropdown list, select License
Manager. Choose the Settings button.

*~ SAP Business One Servit - O] x|
Server: |PvaDsnnsT7EsA
Service: ILicense Maniager LI

[ Start when operating system starts
b | n | | |
Sthedule Il Settings I Carunu’:ctinnl [atabase I
oK |
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3. Inthe General Settings window, choose the Configure Security button.

General Settings ]|

— Connection
Licenze Server: |F"‘-.-"I3D5EIEI5?F".'-"5.-‘1‘-.

Faort Murnber: |3nnun Set

— Settings
System Mumber: I
Installation Mumber: I LI
Hardware Key: I
[T Shite tolog

— Import Licenze File

Licenze File: I |

Impart Lizense e |

Eanfigure Secuirity | ] | Cancel |

4. Inthe Validate Site User Password window, choose the Change Site Password button.

Validate Site User Password x|

Site Username |ElSiteUsar

Site Password ||

Change Site Password | | K I Cancel

5. In the Change Site Password window, specify the following fields:
o Current Site Password
o Enter New Site Password

o Confirm New Site Password
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Choose the OK button.

Change Site Password

X

Site Username IElSiteLlser

—Malidate Credentials By

¥ Site Password

Current Site Password I

£ Server Database Credentials

DE Twpe I

DE Server

K RI

DE Username

DE Password

Enter Mew Site Passward I

Confirm Mew Site Password I

> 1

ancel

6. In the displayed dialog window, choose the OK button.

7.7.2. Bl SHR Folder Permissions

The SAP Business One server installation process creates the B1_SHR folder, which contains the SAP

Business One client setup files.

Operating System ‘ User

Microsoft Windows 2003 Server,

Microsoft Windows 2003 R2,

Microsoft Windows 2003 Server Small
Business,

Microsoft Windows XP and Microsoft
Windows Vista

‘ SBO_SHR Permission
Power User Modify and Write
User Read and execute

List folder contents

Read

7.7.3. Query Generation and the Query Wizard

The query wizard tool is designated for Select sentences only and must not be used for any kind
of update operation. In SAP Business One, you can use the read-only user configuration to

serve the purpose.

The query generator can run customized queries on the SAP Business One database. To
protect your data, we recommend that you make sure users have the appropriate permissions.
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If you have to restrict a user from updating the database, use the feature introduced in the
section Setting Read-Only User Permission. However, the data results returned by the query
generator are not filtered according to the user’s authorization.

g Note

The highest level of security is a No Authorization setting for the query generator and the
query wizard, which is the default setting.

7.7.4. Add-On Access Protection

When you install an add-on, SAP Business One creates a unique digital signature using the MD5
technique (message-digest algorithm). SAP Business One identifies the add-on by validating its digital
signature.

7.8. Security Solutions for Microsoft SQL Server and
Database Tips

We recommend that you take the following actions to ensure the security of your Microsoft SQL
Server.

7.8.1. Upgrading the SQL Server

We recommend upgrading the SQL server to the latest service pack. Furthermore, administrators
should regularly consult the SQL Server Security Center at www.microsoft.com.

7.8.2. Steps to Securing Microsoft SQL Server

Because SAP Business One is a two-tier application, much of the application security depends on the
database server security and on the authorization mechanism. Be aware that users can access the
database using tools other than SAP Business One and, therefore, can modify the logon information.
To secure your database, we recommend adhering to Microsoft security guidelines. For more
information, see the Microsoft documents at www.microsoft.com.

7.8.3. Revoking Guest Access to the msdb Database

1. To open SQL Server Management Studio, choose Start — All Programs — Microsoft SQL
Server 2005 or Microsoft SQL Server 2008.

2. Inthe Connect to window, specify values in the Server name and Authentication fields, and
choose the Connect button.

3. Inthe SQL Server Management Studio Object Explorer window, choose Databases — System
Databases — msdb — Security — Users.

4. In the right pane, right-click the Guest user and choose Delete.

7.9. Data Storage Security

The security of the data saved in SAP Business One is generally the responsibility of the database
provider and your database administrator. As with your application infrastructure, most of the
measures that you should take depend on your strategy and priorities.

There are a few general measures, as well as database-specific measures, that you can take to
increase the protection of your data. Details are provided in the following sections:
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Exporting the Configuration File

Importing the Configuration File

Configuration Logs and User Settings

7.9.1. Exporting Configuration Files

To secure your data, we recommend that you export your security configuration file right after you
finish installing the license server and the SAP Business One server.

The configuration file contains the following important information:

Site user password
Database information
Read-only database user information

Algorithm information

To export the security configuration file, proceed as follows:

1. To open SAP Business One Service Manager, choose Start — All Programs — SAP Business

2.

One — Server Tools — Service Manager.

In the SAP Business One Service Manager window, in the Service dropdown list, select License
Manager and choose the Settings button.

"> SAP Business One Se ] '3
Server: |PvaDs00s777SA
Service: ILin:ense Manager ;I

[ Start when operating swskem starks

Pl II| I|

Schedule I Settings I Cu:unneu:tiu:unl Databasel
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3. Inthe General Settings window, choose the Configure Security button.

General Settings

X

— Connection

License Server: II::u:thu:ust

Part Mumber: |3IIIIIIIIIIII

Set

Connect
— Settings
System Mumber; I
Installation Mumber: I LI
Hardware Key: II:E|22841 1315
[ “wiite to Log

— Import Licenze File

Licenze File: I

Impart Licenze File |

N

Configure Security I

Cancel |

4. Inthe Validate Site User Password window, specify the current site user password and choose

the OK button.

Validate Site User Password

Site Username |ElSiteUser

Site Passwiord ||

Change Site Password | | Ik I

Cancel
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5. Inthe Connection Settings window, choose the Export Configuration File button.

Connection Settings X|

— Connection Settings

DE Type |M550L_2005 ~|

DB Server EE ;I Remaove |

DB Uzername Isa

DB Paszword I’““““‘”

[ Use Trusted Connection

E =port Configuration File |

Irport Configuration File | K, I Cancel

6. Inthe Browse window, do the following:
o Select a destination folder for saving the file.
o Specify a file name.
Choose the OK button.

7. Inthe message dialog box, choose the OK button.

[ £
CAUTION

The site user password is required if you later import the security configuration file to
restore the configured security settings. Thus, keep a record of the site user password
when you are exporting the configuration file, especially if you want to change the site
user password after the configuration file is exported.

7.9.2. Importing Configuration Files

If your license server crashes or is corrupted, you must set up a new license server. After the new
license server is started up, to restore all the security settings you had before, you can import the
security configuration file.

1. To open SAP Business One Service Manager, choose Start — All Programs — SAP Business
One — Server Tools —Service Manager.

2. Inthe SAP Business One Service Manager window, in the Service dropdown list, select License
Manager.
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Choose the Settings button.

"~ SAP Business One Ser =10l x|
Server: IF"-.-'GDSEIDS???SP.
Sepvice: ILin:ense Manager ;I

[ Start when operating swskem starks

Pl II| I|

Schedule I Settings I Cu:unneu:tiu:unl Databasel

3. Inthe General Settings window, choose the Configure Security button.

General Settings X|

— Connection

Licenze Server: II::u:thu:ust

Port Mumber: IBDIIIEIIZI Set
Connect |
— Settings
System Humber; I
Inztallation Humber: I LI
Hardware Keyw: II:E|22841 1318
[~ wiite ta Log

— Impart Licenze File

Licenze File: I J

Impart License File |

Configure Security I 0Ok | Cancel |
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4. Inthe Validate Site User Password window, specify the current site user password and choose
the OK button.

Validate Site User Password X|

Site Username |BlSiteLlser

Site Password ||

Change Site Password | | K I Cancel |

5. Inthe Connection Settings window, choose the Import Configuration File button.

Connection Settings x|

— Connection 5 ettings

DE Type |M550L_2005 |

DB Server PV EDE0057 7758 ;I Femove |

DB zername Isa

DB Paszword I’“““““‘

[T Usze Trusted Connection

E sport Configuration File |

Irpart Configuration File | ] I Cancel

6. Inthe Import Security Configuration File window, do the following:
o Choose the Browse button to navigate to your local file directory where the file is saved.

o Inthe Exporting Site Password field, specify the site user password you had when the
configuration file was exported.

Choose the OK button.

Import Security Configuration File x|

Zonfiguration File I Browse, .. |

Exporting Site Password I

Ik I Zancel |
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7.9.3. Configuration Logs and User Settings

In SAP Business One, configuration changes are logged in files formatted as: XXX . pEdXXXXX (XXX
after pid can be the date, such as 20090325, so that you can find the latest log file) under
%UserProfile%\Local Settings\Application Data\SAP\SAP Business
One\Log\BusinessOne.

The configuration changes include the following:
e Adding/Removing users
e Changing a user to a superuser / non superuser
e Changing user passwords
e Changing user permissions
e Changing password policy

e Changing company details

g Note

To find the logs containing changes to company details, do the following:

i. Inthe SAP Business One Main Menu, choose Administration — System
Initialization — Company Details.

ii. Inthe menu bar, choose Tools — Change Logs.
However, the following configurations cannot be logged:
e Changing data ownership authorizations
e Changing data ownership exceptions
e Changing license settings
e Setting Read-Only DB users
If you fail to log on to SAP Business One, the log is recorded in the Event Viewer.

As of SAP Business One 2007, any specific user settings are saved in a file named: b1-current-
user .xml under C:\Documents and Settings\XXX(user id)\Local
Settings\Application Data\SAP\SAP Business One. In this situation, if a user changes his
settings in SAP Business One, the changes are saved in this folder and do not affect other users'
settings.
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7.10. Troubleshooting Security

e The NT-trusted support is only for SAP Business One backward compatibility.

To configure NT-trusted, you have to provide Windows credentials, as shown in the screen

below.

Make sure of the following prerequisites:

o The Windows user has permission to start the SAP Business One license service.

o The Windows user has been registered in SQL Server.

x

— Caonnection Settings

DE Type [MSSQL_2005 |

DB Server Ipvgd500?2894a j Bemove |

LB Userarme |sa

DB Password |

[¥ Use Trusted Connection

Get Workstation Username and 2l
Export Configuration File |

: ; : !"1‘11' N
Import Configuration File | b TR

This data will be used to set "License Manager" credentials.
This credentials will not be stored anywhere, except in MS

Services Settings.
User name: |@ pvgdsoo72894a\aadl | J
Password: I........

OK I Cancel

Make sure that your Microsoft Windows account has rights to log on to the license server,
because after the NT-trusted policy is configured, the license server service runs with this NT-
trusted account.

To check the configuration of your Microsoft Windows account on the machine where your
license server is running, proceed as follows :

a. Choose Start — Control Panel — Administrative Tools — Local Security Policy.

b. Inthe Local Security Policy window, choose Local Policies — User Rights Assignment.

c. Inthe User Rights Assignment window, select the Log on as a service item and double-
click the item.

d. Inthe Log on as a service Properties window, choose the Add User or Group button.

e. Check if your Microsoft Windows account is in the Enter the object names to select

(examples): field, and if not, add it and try again.
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e To check or correct your computer name, which is necessary to install Microsoft SQL Server
2005 or 2008, proceed as follows:

a. Choose Start — Control Panel — System.
b. Inthe System Properties window, select the Computer Name tab.

In the Computer description field, check the computer name.

o

d. To correct the computer name, choose the Change button.

e. Inthe Computer Name/Domain Changes window, specify a new name for the machine
and choose the OK button.
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Copyrights, Trademarks, and Disclaimers

© Copyright 2009 SAP AG. All rights reserved.

The current version of the copyrights, trademarks, and disclaimers at
http://service.sap.com/smb/sbocustomer/documentation is valid for this document.
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